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About Tizer Secure

What is Tizer Secure?

Tizer Secure is an intelligent application designed to detect and remove virus,
rootkit, spyware, and adware applications while optimizing and protecting your
machine against future threats, malicious attacks and popups caused by
malware.

Because these unwanted applications can damage your system, collect private
information, and consume system resources, Tizer Secure is an all-in-one
computer security solution that removes problems, identifies potential trouble,
and protects your system.

First, Tizer Secure scans your computer for all known threats in our massive
250,000-definition database. It also scans your machine using heuristic scan
technology, a proprietary technology that employs an advanced heuristic-based
parametric and behavior scan to identify malware that may not be in the
database. Once a specific malware threat is identified, Tizer Secure performs a
reverse lookup search to identify any variants of the same malware on your
machine.

Tizer Secure also employs advanced technology to identify hidden processes as
well as find and eradicate all currently known rootkits from your system.

In addition to maximizing the detection and removal of all types of malware, Tizer
Secure utilizes a host of proactive protection tools and monitoring applications
that minimize the possibility of fresh infections.



Before Getting Started

Before installing, registering, and using Tizer Secure, it's important to understand
the types of problems it identifies, how it classifies these problems and what
approaches it uses to uncover these problems.

We discuss these elements in the following sections.

Threat Definitions

Tizer Secure locates and removes various kinds of threats and nuisances that
can harm your computer and waste your resources and time. These threats
include those highlighted below.

Malware

Malware—or malicious software—is any type of program that enters your
computer system with the intent of inflicting harm, gathering personal
information, or creating damage. The term usually encompasses all types
of computer viruses, worms, trojan horses, rootkits, spyware, and adware.

Viruses

With the intent of causing harm to files or programs, a computer virus
spreads from one computer to another with the help of a host that
unwittingly helps it reproduce via Internet connections, networks, and
removable media.

Spyware
Installed on a computer without your knowledge or consent, spyware aims

to either intercept personal information or cause a nuisance to your
computer’s settings. Spyware can collect Internet surfing habits, private
passwords, or other personal identifiers. It can also redirect your Web
browser, change computer settings, or slow your computer settings.

Adware

Adware—or advertising based software—unexpectedly displays Internet
advertisements to you as the user. This form of spyware collects
information about your computer use—especially your Internet browsing
history—so it may display contextually relevant advertisements that match
your user preferences.



Rootkits

Rootkits consist of programs designed to take control of your computer’s
operating system without your knowledge. Rootkits replace original
system commands in order to obscure their presence as they alter files,
change running processes, or create a backdoor into your system or
network.

Trojans

Under the guise of executing necessary functions, trojans actually perform
malicious functions that allow unauthorized, remote access to a user’s
computer in order to delete files, change the hard drive, or steal
passwords.

Worms

Worms reproduce themselves in order to spread from one vulnerable
system to another via network-to-network connectivity. Unlike viruses,
however, worms do not need a host to replicate. As worms add
themselves to your system’s startup folders and modify registry keys, they
use up bandwidth. Even though worms do not infect system files, worms
are often spread quickly via e-mails and Web surfing.

RAT
Remote Administration Trojan, or RAT, is an executable application that
enables an attacker to interact with a system and control it remotely.

Keystroke Logging or Keylogging

There are a variety of hardware and software systems designed to
perform keystroke logging, or keylogging, which is the act of capturing and
recording a user’s keystrokes and mouse operations. While employers,
law enforcement and technical support teams all use keylogging for
legitimate purposes, attackers usually take advantage of these tools to
track a user’s behavior and steal passwords by surreptitiously planting
spyware containing Key loggers on users’ machines.

Hijacker

A hijacker—also known as a browser hijacker—is a software that modifies
your system and makes unwanted changes in your browser settings and
home page settings. It can redirect your network requests to unintended
sites and replace Web search content.

Tracking Cookies

So users can repeatedly visit password-protected Web sites without
needing to re-type their password at each visit, Internet browsers have
tracking cookies, which are small files that include small amounts of data
such as passwords and user settings. While cookies are meant to benefit



users, marketers use cookies to track user behavior across the Internet
while collecting private information for marketing and sales purposes.

Downloader

Your computer’s operating systems, browsers, and essential software use
downloaders to automatically obtain and install their latest versions and
updates on your system. Third parties, however, maliciously use them to
secretly download unnecessary or unwanted software that often come
bundled with free applications.

Threat Levels
As Tizer Secure identifies a threat, it categorizes it into one of two levels:

1. Extreme-Level Threat
Tizer Secure classifies viruses and rootkits as high-level threats because
they could delete information, damage your hard drive, or cause your
system to crash.

2. Medium-Level Threat
Tizer Secure classifies spyware, worms, and adware as Medium-level
threats because they slow down your system, steal information and
passwords, consume resources, and create unwanted popups.

Proprietary Scanning Technologies

Tizer Secure offers your system many different forms of protection against
unwanted threats and nuisances. Along with these outstanding tools come four
proprietary scanning technologies.

D-Scan™

Each scan you perform starts with Tizer Secure searching your computer
for active malware infections. The application compares everything on
your system to the signatures in our 250,000 definition database to verify if
there is any malware present on your machine. Because we eliminate
outdated and inactive viruses, you're getting the best, most effective virus
protection available.

AHED ™ or Adaptive Heuristics for Early Detection ™

In addition to protecting your system from the 250,000 known threats in
our database, Tizer Secure’s uses Adaptive Heuristics for Early Detection
(AHED), a heuristic-based scan that incorporates a proprietary suspect
threat algorithm to check each file against a set of characteristics to
determine if it is a possible threat. As users send more and more suspect
threats to Tizer Secure’s Technical support team for analysis, AHED
enables the application to continually learn from user’s reports and



updates itself and the definitions database to enhance real-time detection
and reduce the instances of false positive scan results.

Reverse Lookup
When Tizer Secure uncovers a threat, the reverse lookup feature scans
for files and DLLS related to the threats and suspect threats just found.

Rootkit Razor ™

Tizer Secure features one of the most comprehensive rootkit removal
tools anywhere. Because a rootkit's goal is to take control of a computer’s
operating system, it hides itself inside the system’s memory in order to
launch a hidden process. Using the application’s Quick Scan and Deep
Scan functions, Tizer Secure’s rootkit removal tool finds the hidden
process, brings it out in the open, and removes the rootkit that set the
process in motion.

Superior Scanning Tools

Quick Scan

Tizer Secure’s smart system scan looks for known and unknown threats in
all files and registry entries at specific locations on your computer where
malware is known to reside most frequently. It also looks at all running
processes, cookies and startup locations.

Deep Scan

This Advanced Scan option thoroughly scans deep within every location of
your hard drive for both known and unknown threats. Just like Quick Scan,
Deep Scan also scans all running processes.

On-Demand Scan

Another part of the Advanced Scan module, On-Demand Scanning
enables you to choose to scan specific files or locations for viruses. It
eliminates the need to run a full system scan when you only need to check
one file or location for malware.

Running Processes Scan

The final piece to the Advanced Scan module is the Running Processes
Scan that searches only running processes for malicious activity and
threats. You can perform the Running Processes Scan with the Deep
Scan or by itself.

Analyzer Scan ,

Tizer Secure comes with a drag-and-drop scanner that enables you to
analyze individual files, popups, windows and browsers for malicious
threats without the need to run a full system scan.
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On-Access Scan
Each time you receive, save, open or copy files on your computer, On-
Access Scan automatically examines them for malware.

Compression Scan

During scanning, Tizer Secure opens compressed files, including .ZIP,
.RAR, .ARJ, .TAR files and more, checks their contents for malware,
removes threats and re-compresses the folder.

Drive Scan

While you're using your computer, Tizer Secure automatically detects and
scans any new media put into your computer’s drives, including CDs, USB
drives and more.

Comprehensive Features

In addition to the software’s proprietary scanning technologies, Tizer Secure’s
comprehensive features provide you with end-to-end protection against any type
of malicious attack.

Continual Monitoring

Through Tizer Secure’s top-notch tools and its VGuard monitoring feature,
Tizer Secure ensures your continued protection while your computer’s
operating system is running. While Tizer Secure’s tools block hijackers,
VGuard monitors files, processes, programs, Web sites, and network
connectivity. Tizer Secure blocks threats and notifies you of action you
should be taking.

Send Log & Reports

Through the software’s interface, users have the ability to send logs and
reports directly to Tizer Secure’s Technical team for analysis. This is the
best way to help our team examine your logs and develop solutions for
any issues that you experience.

Automation Features

Tizer Secure’s expansive automation features include automatically sent
reports and logs, pre-scheduled system scans, instinctive removal of
threats, and routine program updates.
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Installation & Registration

Tizer Secure Requirements

Before installing Tizer Secure, please make sure your computer meets the
minimum requirements as outlined below:

Processor: Pentium Il 600MHz or faster

Operating Systems: Windows XP (32 bit)
Windows Server 2003
Windows 2000 (Pro and Server)
Windows Vista
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Installing Tizer Secure

After you have downloaded Tizer Secure onto your computer, you will be ready
to install it onto your system. The Tizer Secure Setup file will guide you through
the process.

1. If the setup file does not launch automatically after downloading, locate
and double click the setup file within the Tizer Secure download folder.

2. You will be prompted to click <NEXT> to continue the installation or to
click <CANCEL> to quit. Click <NEXT>.

3. Read the License Agreement and click the <I AGREE> button if you
agree.

4. By default, Tizer Secure will install in C:\Program Files\Tizer Secure. You
can change this folder by following these steps:

a. Click <BROWSE> to find the folder where you would like to install
Tizer Secure.

b. Click on the folder to highlight it.
c. Click <NEXT>.

5. Click on the radio buttons beside any of the two action choices you prefer.
Those radio buttons with a black dot are already selected by default. Your
choices are:

Open Remade file—This selection will automatically open the
remade file after installation is complete.

Place a shortcut on the desktop—this selection will place a shortcut
to the Tizer Secure application onto your desktop.
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7. Click on the <INSTALL> button in order to begin installation process.
8. When installation is complete, click <FINISH>.

9. You will be asked to restart your system so the Tizer Secure Setup can
complete the installation process. We recommend you do so as soon as
possible.

Buying a License to Use Tizer Secure

Before you can register your copy of Tizer Secure, you must purchase a license
to use the product. If you haven't already done so, complete the following steps.

NOTE: The Beta version of Tizer Secure is available free for 30-days.
1. Launch Tizer Secure.

2. Click on the <REGISTER> button on bottom navigation bar.

L(x]

MAIN ‘I{ VGUARD H TOOLS [QUARANI[NE |SETI'INGS
J ;L L

Information

Last threat scan done: 05.06.09 16:31 Application Version: 2.1.1.0
Last registry scan done:  05.05.09 16:46 Database Version: 11.0.3
| Last privacy scan done:  09.05.09 16:46 Last Update: <Not Updated=
Last schedule scan done: 05.06.09 16:30 Sent Logs to Support on: <o logs sents
MNumber of Threats Detected: 2 WiEuard Status: Inactive
MNumber of Errors Detected: 100 Rootkit Status: Inactive
MNurnber of privacy entries detected: 639 Registration Status: <Registered:>

ADVANCED SCAN

| |
REGISTRY OPTIMIZER
|

PRIVACY GUARD
THREATS REESTRAY PRIVACY UPDATE =UEPDRT

=N (3 04 3 (4 (9

SCAN NOW SCARN NOW SCAN NOW UPDATE NOW LIVE HELP

SCHEDULER

3. Click on the <BUY NOW?> button. You will be taken to a Web site where
you can purchase a key to use Tizer Secure.
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Follow the instructions on the Web site to enter payment information.

. After your payment has been processed, check your e-mail for your
confirmation notification, which will include your username and registration
code. You will need it to register and unlock your copy of Tizer Secure.
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Registering and Unlocking Tizer Secure

After installing Tizer Secure, you must register your version so you can unlock all
of its features. To register, use the following steps.

NOTE: The Beta version of Tizer Secure is available for free for 30-days.
1. Launch Tizer Secure.

2. Click on the <REGISTER> button on bottom navigation bar.

3. Copy your username from the confirmation notification e-mail you received
after purchasing your Tizer Secure License.
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. In the Registration screen of the Tizer Secure application, paste your
username in the box next to Username.

. Copy your registration code from the confirmation notification e-mail you
received after purchasing your Tizer Secure License.

. In the Registration screen of the Tizer Secure application, paste your
registration code in the box next to Registration Code.

. After you have input the correct information in both the Your Name box
and the Registration Code box, click the <REGISTER> button.

. A screen will appear thanking you for registering your product. Click the
<OK> button to remove the screen. Your license to use Tizer Secure
should now be active. All of the features of Tizer Secure are unlocked and
you are now ready to begin using Tizer Secure.
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Tizer Secure’s User Interface

Left Navigation Pane

This is where you'll find the main action buttons that enable you to scan, clean,
and optimize your system as well as schedule future scans.

Quick Scan

Many computer infections position themselves in specific locations of your
system. The Quick Scan module offers you a fast and efficient way to inspect
these locations for all types of malware, including viruses, spyware, rootkits,
adware, and worms.

Quick Scan scans all files and registry entries in specific locations and also scans
all running processes, cookies, and startup locations. It identifies the level of the
Threat or Suspected Threat and tells you where they are located.

We recommend performing a Quick Scan at least once daily, which can
automatically be done at system startup or you can schedule regular scans.
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Advanced Scan

This module offers three options for additional scanning. Deep Scan scans the
entire hard drive and any additional drives connected to your computer. Since
Deep Scan is more thorough, it usually takes more time than Quick Scan. We
recommend running a Deep Scan once per week.

The Advanced Scan module also enables you to select a particular drive or folder
to scan, or you can opt to scan only running processes.

Like Quick Scan, Advanced Scan reports the level and location of all Threats and
Suspected Threats it finds.

Registry Optimizer

Tizer Secure’s Quick Scan and Advanced Scan check your system’s registry for
infection. However, your system’s registry can be at risk from more than
infection.

Since every program on your computer runs from your system'’s registry, it is
important to clean your registry of old programs, errors, and inconsistencies.

The Registry Optimizer module will scan your computer’s entire registry in order
to identify and fix potential errors. This function enables you to scan any or all of
the following registry-related targets:

Invalid Shortcuts
System Services

Help Files

Sound Section
Application Path
Startup Programs
Add/Remove Programs
File Associations
Shared Programs

MRU Entries
ProgramID Section
VXD Section

Windows Fonts
Registry Integrity

Other Registry Components
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Privacy Guard

As you open programs, visit Web sites and view documents, your computer
tracks and stores everything you're doing. In fact, everything from the passwords
you've used to items you’ve put in your recycle bin can be taken and used by
anyone else who has access to your computer.

You can manually delete most of the private data from your computer, but it can
be difficult to locate all of the areas of concern. Even after you've manually
deleted items, the file index is deleted, but the file itself is still there. Plus,
manually deleting all of your private data may be too time consuming.

Tizer Secure’s Privacy Guard module automates the process of manually
clearing all of your private data, thus freeing up memory, cleaning your computer,
and securing your privacy all at the same time.

When Privacy Guard cleans your system, it overwrites the memory where the file
was previously saved. It resets the memory to zero to ensure the deleted
information cannot be retrieved. The information is permanently deleted from
your system thereby ensuring your privacy.

Privacy Guard cleans:

Cache

Clipboard

Cookies

Document History
Favorites

Internet Explorer History
Firefox History

Form passwords

Media Player History
Media Player Playlist
MS Paint History
Recycle Bin

Run History

Start Menu Click History
Start Menu Order

Temp Folders

Typed URL History
Windows Temp

Word Pad History

Privacy Guard also offers a shredder function, which enables you to shred
individual files so they can never be retrieved by any file recovery software.
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Analyzer

While Quick Scan and Advanced Scan explore the entire computer for Threats,
the Analyzer module enables you to check a specific process or document,
including popups, Web pages, documents, and more.

If the target you have scanned contains a threat, Tizer Secure will provide you
with a course of action to quarantine or remove the threat.

Scheduler
You can set Tizer Secure to run scans automatically in the background while you
work. On the day(s) of the week you choose and at the time you specify, Tizer
Secure will run four scans in succession:

1. Threats Scan—detects known and unknown threats on your system.

2. Registry Scan—uncovers errors written into your systems registry.

3. Privacy Scan—identifies privacy items that need to be removed.

It alerts you by changing the color of the Tizer Secure icon in your system tray as
well as the three buttons on the Main screen of your application.
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Top Navigation Pane

In addition to finding the Main Page, the Top Navigation Pane is where you can
manage Tizer Secure’s Tools, Settings, and Quarantined Files.

Main

At a glance, you are able to check the Main page to find a host of valuable
information about your Tizer Secure application and how it is being used. This
page also enables you to quickly launch important security tasks from one
location.

Application Information

Quickly identify which Tizer Secure and Tizer database versions you are
running. It also enables you to see whether the Tizer Secure you are using
is registered.

Scanning and Log History

Easily see when you last ran a scan and find the number of threats and
errors detected during that scan. You can also tell when you last sent logs
to Tizer Secure’s Support Team.

Scheduled Tasks
Know with one glace when you have scheduled your next scanning task.
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Monitoring Status
Check whether your Process/Email/IM and Rootkit Monitoring functions in
the VGuard module are active or inactive.

Scan Icons
Immediately start using Tizer Secure’s main features with one of the
following icons:

VGuard

The Threats Scan Now icon takes you directly to the Advanced
Scan module. If the icon is red, that means a problem was
found during a recent scheduled scan. Click on this icon to fix
the threats.

The Registry Scan Now icon takes you directly to the Registry
Optimizer module. If the icon is red, that means a registry error
was found during a recent scheduled scan. Click on this icon fix
the error.

The Privacy Scan Now icon takes you directly to the Privacy
Guard module. If the icon is red, that means a privacy issue
was found during a recent scheduled scan. Click on this icon to
fix the privacy elements.

The Update Now module takes you directly to the Update
module. If the icon is red, that means an update was found
during an automatic update. Click on this icon to download the
updates.

The Live Support icon takes you to the Tizer Secure Web site
where you can request live support from the Tizer Secure
technical team. The team will access your computer remotely to
identify, locate and remove malware, plus clean and optimize
your system. The fee for this service is $50 per use.

The proactive protection settings in VGuard monitor many different areas of your
system and automatically stop most threats that can occur while you are using
your Internet-connected computer.

VGuard protects you against 14 different types of threats. If a threat is found,
Tizer Secure prompts the user to take action.

LSP Protection
Some spyware programs have the ability to change your TCP/IP settings,
thus changing the way you connect to the Internet. When that happens,
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the spyware application intercepts anything you're sending or receiving
over the Internet. When you find and remove the threat, you're also
removing the TCP/IP settings the spyware has set, leaving you without an
Internet connection.

—LSP Protection prevents spyware from changing your TCP/IP
settings.

Site Guard
One of the easiest ways to infect your system is to visit a Web site that is
in place only to download harmful virus or spyware into your computer.

—Site Guard enables you to stores a list of Web sites known to
harm computer systems. It automatically blocks you from visiting
those sites.

Immunizer

Many Web sites use Microsoft’s ActiveX control technology to add
functionality to your computer’s programs. Often, these Web sites will
download ActiveX controls onto your computer automatically.
Unfortunately, some Web sites will download harmful ActiveX controls
onto your system in the form of spyware, popups, and other malicious
software.

—Immunizer blocks 7,000 potentially harmful ActiveX controls from
your system and enables you to control which ActiveX controls your
system uses.

Restrict Messenger Service

Several versions of Microsoft Windows Operating Systems up to and
including XP had the ability to transmit messages from one PC to another
PC within the same network. It was meant to be used for communication
within the network, however some viruses exploited this messenger
service to send copies of themselves from one machine to another.

—The Restrict Messenger Service automatically stops the
Windows Messenger Service so that the spread of viruses through
the Messenger Service also stops.

Process/Email/IM Monitor

Just about everything you do on your computer requires a process to be
executed. Not all processes are good, though. If you've picked up a virus
or other malware application, you may have a process executing on your
computer that can be quite harmful if it's not stopped.
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—Tizer has several tools, such as Deep Scan and Analyzer, which
can identify processes that are initiated by malware. Such
processes are added to the Process/Email/IM Monitor automatically
and stopped before they can do any damage to your computer. The
user can also manually add a process to the Process/Email/IM
Monitor to block it from executing.

Registry and Startup Monitor

Your system’s registry key settings dictate which programs Windows
should automatically launch when you start your computer. Viruses,
trojans, and worms can access your registry key settings and force your
computer to open harmful or sluggish programs at startup.

—The Registry and Startup Monitor monitors your registry keys and
blocks any changes thereby preventing new, unwanted, or
malicious programs from starting up.

Ini Files Monitor

The ini file in the system 32 folder contains information that control system
settings including the display and boot sequence. Certain viruses infect
these ini files and system settings, thus enabling the ini files to load virus
programs during startup or change display settings, and more.

—With Ini Files Monitor enabled, if a change is detected in any of
the ini file settings, then Tizer Secure notifies you immediately and
blocks the change unless you grant permission to make the
change.

Code Injection/Memory Infection Monitor/Key logger Monitor

When a malicious code is injected into a computer program, it can infect
the process or the memory of a process that runs on your computer. This
enables the virus to take control of the process to infect files and other
processes throughout your system. The virus then compromises your
computer network, obtains login/password information, sends spam e-
mails form your account and more.

—The Code Injection/Memory Infection/Key logger Monitor blocks
viruses from injecting their code into any other processes, or the
memory of the processes, that are running on the system, thus
preventing memory infection and Key logger attacks.

Folder Monitor

You may or may not know when a new virus or malware is copied onto
your system critical folders. Occasionally threats can be copied into a
folder without your knowledge.
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—Folder Monitor scans system critical folders to check what files
are copied onto the system. If a virus is copied, you are prompted
to remove it.

Winlogon Monitor

Winlogon is the Windows component that handles the keys you strike to
reach the login screen (usually Control+Alt+Delete). It also loads the user
profile on logon and automatically locks your computer when a
screensaver is running. Winlogon can easily be a victim of threats that
take advantage of the Winlogon process to infect its function and the
system’s memory usage. Winlogon is a critical process that cannot be
stopped without shutting down Windows. If a virus succeeds in infecting
the Winlogon process it can quickly spread to the entire system.

—The Winlogon Monitor blocks any virus from infecting the
Winlogon Memory.

CPU Watch Monitor

Every program you run on your computer uses a percentage of your CPU,
or computer’s processing unit, to process. The higher the CPU usage, the
slower your programs will operate. While many legitimate programs use
large percentages of CPU, spyware and adware can also use up CPU and
make all of your programs run slower.

—If any process uses more than 80% of the CPU, then CPU Watch
Monitor reports the program to you and shuts it down immediately
unless the user grants permission to allow the program to continue.

Context Menu Monitor

When you right click your mouse while your cursor is hovering over a
certain file or while you’re in a certain file, a menu appears that gives you
specific actions that you can perform as they pertain to that file. Some
viruses make unauthorized changes to these menus, also called Context
Menu items.

—The Context Menu Monitor stops the addition or deletion of these
context menu items and warns the user if an attempt to add a menu
item has occurred.

Hosts File Monitor

Any time you type a Web address into your Internet browser, Windows’
Hosts file checks it against its listing of IP addresses. If it finds a match,
the site opens. If no match is found, then your computer asks your ISP for
the correct IP address before the site can open. Some malicious programs
can edit the hosts file in order to redirect you from the sites you want to
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visit and take you instead to other offensive sites or sites set up to take
passwords and credit card information.

—The Hosts File Monitor watches for and blocks any critical
changes to the Windows Hosts file.

Rootkit Monitor

A rootkit is a program that takes “root” in a computer system in order to
take control of the operating system. Intruders use this technology to gain
access to your computer. To do so, the intruder—who use Trojans that
fool users into running them—installs rootkits as drivers or other modules
on your system. Rootkits may hide in memory blocks where typical
antivirus software scans do not look.

—The Rootkit Monitor does a periodic background search for all
rootkits, identifies them, and removes them from your system.

Tools

The Tools page offers you four different functions from which you can control
how Tizer Secure monitors and manages other programs you are using.

Home Page Hijack Monitor

Spyware can change your Internet browser’'s home page URL, which is
the page you see when you open up your Internet browser. The Home
Page Hijack Monitor enables you to set your browser’s home page URL
and ensures no program can change it without your permission.

Browser Hijack Monitor

Plug-ins can hijack your Internet Explorer browser. When you try to go to a
Web site, the plug-in will take you to a Web site different than the one you
wanted to visit. The Browser Hijack Monitor lists all of the Plug-ins you're
using with Internet Explorer and enables you to select and remove any
plug-in that is hijacking your browser.

Program Startup Manager

Opening too many programs at startup can force your computer to start
and run slowly. But launching a program at Windows startup can be as
easy as adding a program shortcut to the startup folder, adding the
program to the start registry, or selecting the options within the program.
Tizer Secure’s Program Startup Manager compiles a list from all of these
sources and enables you to limit the programs you launch at startup,
thereby freeing up system resources and saving time.

Popup Blocker for Internet Explorer
Anytime you use the Internet, you risk being inundated with pop-up
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windows when you visit certain sites. Whether it is an advertisement or a
survey, some pop-ups can be dangerous, while others can be valuable
tools that provide important information. The Pop-Up Blocker tool enables
you to control popups by enforcing any one of three levels of protection.

Low: Allows popups from secure sites. These are sites that
have https at the beginning of the URL.

Medium: Blocks most automatic popups. This is the
recommended setting.

High: Blocks all popups. This requires you to press CTRL to
override when you are on a site.

Popup Blocker also enables you to create a list of Web sites that will not
be scanned when Tizer is protecting you against popups. Called the White
List, you can add URLSs to the list, edit URLs on the list, and delete URLs
from the list.

Quarantine

After performing a Quick Scan or an Advanced Scans, you’ll have the option of
Quarantining Threats and Suspect Threat that Tizer Secure uncovers. When you
take this action, Tizer Secure isolates the files in the Quarantine folder so these
suspect threats cannot be executed.

You can restore anything that has been quarantined. We recommend that you
only restore items that you are certain contain no threats, because restored files
can once again cause damage to your system. If you are uncertain about any
file, Tizer Secure recommends you keep the file blocked in Quarantine.

Settings
Tizer secure settings menu options include:

Run at Windows startup

To ensure your computer is safe from the moment you launch Windows,
this setting enables Tizer Secure to automatically startup when you launch
Windows.

Immunize on startup

When you open Internet Explorer and visit a harmful site, certain harmful
ActiveX controls may try to download and load in the memory of Internet
Explorer. The Immunize at Startup setting automatically blocks all
programs that are trying to run harmful ActiveX controls. Tizer Secure
comes pre-loaded with a list of over 7,000 potential harmful ActiveX
controls, which it can block. Advanced users can add harmful ActiveX
controls CLSIDS to this list.
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Automatically send report of suspect files

To make sure you're getting the full benefit of Tizer Secure’s expertise,
you can choose this setting to automatically send suspect file reports to
the Tizer Secure’s Technical Support Team.

Check for updates on startup

Because Tizer Secure is continually updating its definitions database,
blocked sites, ActiveX controls, heuristic scan technology and software,
you can use this setting to make sure you always have the latest updates.
When you choose to Check for Updates on Startup, Tizer Secure will
automatically check the Tizer site for updates when you launch the
application.

Open minimized at startup

Because it's always a good idea to have Tizer Secure open in the
background monitoring your activity, you can use this setting to run Tizer
when you start your machine. Instead of running Tizer Secure from an
open Window, Open Minimized at Startup runs Tizer Secure and minimize
it to the task bar so as not to distract you.

Logging settings

You can choose the folder where you would like to keep the logs of each
Tizer Secure scan. It is important to save these logs because each record
contains important information, including threat levels for each file, what
has been removed, and what has been quarantined. If you need to
approach Tizer Secure’s Technical Support Team for help, the logs
provide the support team with a complete reference so they can develop
the most appropriate course of action for your situation.
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Bottom Navigation Pane

The Bottom Navigation Pane is where you can get additional help and
information about Tizer Secure. It is also where you can see and update your
ignore list, send logs and reports, and register your software.

Help

This button takes you to the help manual.

Update

Tizer Secure can automatically or manually check database, heuristic scan and
software updates.

Ignore
This is the list of applications, process and files that will be skipped from

scanning. You can come here to edit this list as necessary. We recommend you
only put items on the Ignore list that you know are safe.

Logs

This module shows a list of logs from all of your scans. From this module, you
can send the logs—along with a note describing the problems that occurred—to
the Tizer Secure Technical Support Team for analysis. This is the best way to
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ask our team to examine your logs and develop solutions for any issues that
you've experienced.

Report

From this module you can attach any suspected file or process and describe the
issue. The Tizer Secure Technical Team can test and analyze problems and
identify a solution. The report collects your Tizer username, version number,
database version, operating system, and relevant information about the last scan
as contained in your log report.

About Us

This button takes you to the Tizer Secure home page.
Register

This opens a window in the application that gives you spaces to enter your
username and registration code if you have already purchased a license to use
the product. If you haven’t obtained a license, click the <BUY NOW> button. This
takes you to the Web site where you can create a username and enter credit
card information to purchase a registration code. You will receive a username
and registration code via e-mail. Copy and paste the username and the code in
the spaces in the registration window and submit it to unlock the application.
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Updating Tizer Secure

As Tizer Secure’s suspect threat algorithm uncovers potential malware from
users across the world, Tizer Secure’s technical support team quickly identifies
real threats and adds them to our known threats database. The technical team
also uses the information to refine Tizer Secure’s heuristic scan technology.

In addition to updating the Tizer Secure database and heuristic scan, the update
feature adds new, harmful ActiveX controls to its list of blocked ActiveX Controls,
and updates the application software.

Because our databases, heuristic scan, ActiveX controls list and software are
continually updated, we recommend that you update Tizer Secure before
performing your first system scan. You can perform an unlimited number updates
for the entire period of time that your license is valid.

Tizer Secure’s Update function will automatically run every 30 minutes.
Alternatively, you can manually check for updates using the Update screen.

Using the Update Module

Getting to the Update Module
From the Main Screen

To reach the Update Module from Tizer Secure’s Main Screen, click on
the Update Icon at the bottom right of the screen.

From Anywhere

You can access the Update Module from anywhere in the Tizer Secure
application via the Update button on the Bottom Navigation bar.

Understanding the Update Module

The update module provides you with four types of updates:
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1 & 2. Database Signature & ActiveX Control Updates—As users from around
the world use Tizer Secure’s heuristic-based detection to locate and report
new suspect threats, Tizer Secure’s technical support team analyzes all of
these suspect threats and updates Tizer Secure’s database signatures
with newly verified threats. The technical team also adds potentially
harmful ActiveX Controls to its list of blocked ActiveX Controls.

3. Heuristic Scan—As you report suspect threats to Tizer Secure’s Technical
team for analysis, the team refines Tizer Secure’s heuristic scan
technology to provide enhanced security through more accurate suspect
threat scan results.

4. Software Updates—As the Tizer Secure technical team adds new and
enhances features, it periodically provides software updates.

Using the Update Module Manually

1. Click on the <UPDATE> button. You will be taken to the Update Manager,
which shows the consecutive progress of the three updates.

2. Check the results of the Database & ActiveX control update. If a Database
or ActiveX update is found, the download and installation will be
automatic. The download and installation is complete when the progress
bar reaches 100%.

3. Check the results of the heuristic scan update. If a heuristic scan update is
found, the download and installation with be automatic. The download and
installation is complete when the progress bar reaches 100%.

4. Check the results of the software update.

a. Tizer Secure will shut down and an installation screen will appear.
Follow the instructions on the screen to shut down Tizer and install
updates.

b. Restart Tizer Secure.

Using Automatic Updates

While performing manual updates is as easy, Tizer Secure automatically checks
for updates approximately every 30 minutes, as the application is running. Tizer
Secure warns you if new database, ActiveX control, heuristic scan or software
updates are available. To use automatic updates:
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1. Go to the Tizer Secure Main screen and locate the Update icon button.

2. If the update icon button is red, then updates are ready for download.
Click on the red Update icon button to be taken to the Update module.

3. Click on the <UPDATE> button. You will be taken to the Update Manager,
which shows the consecutive progress of the three updates.

4. If Updates are found, one of two things will happen.

a. If a database/ActiveX control update and/or a heuristic scan update
is found without an application update:

Tizer Secure will install the update. You will see the progress
bar appear for each type of update.

. The progress bar will reach 100% and the database and/or

report update will say Update Done.

b. If an application update is found:

Tizer Secure will shut down and an installation screen will
appear. Follow the instructions on the screen to install
updates.

Restart Tizer Secure.
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Performing Scans

After updating Tizer Secure database and software versions, you are now ready
to scan your computer system, individual files and registry for malware.

Using Quick Scan

Getting to the Quick Scan Module

From the Left Navigation menu, select the <QUICK SCAN> tab.
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Launching a Quick Scan

Once inside the Quick Scan module, select the <START SCAN> button to begin
scanning your system.
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Understanding the Quick Scan Progress Screen

While your system scans, the progress screen details the progress being made
by Quick Scan. It includes:

Scanning Type
The Quick Scan module shows what type of scan Tizer Secure is currently
performing.

Scan Location
Object Location is the location on your computer system where Quick
Scan is currently scanning.

Progress Bar
The Progress Bar indicates—by percent—how far along the Quick Scan
has progressed.

Total Objects Scanned
Total Objects Scanned indicates how many objects have been scanned so
far in the Quick Scan Process.

Problems Found

Problems Found shows the number of Threats or Suspect Threats that
Quick Scan has found so far in its scanning process.
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Start Date/Time
Start Date/Time displays the date and time when the current scan began.

Time Spent
Beside Time Spent is how many hours, minutes, and seconds the Quick
Scan has been working on the current scan.

Below Problems Found is a chart that lists the threats that have been
found. This chart includes:

Name—the name of the threat

Type—the type of threat

Location—the location of the threat
Suspect—whether the threat is suspect or known
Threat Level—what level of threat it poses.

Stopping Quick Scan

After you have started Quick scan, you can stop it from completing its scan with
the following steps:

1. Click the <STOP SCAN> button at the bottom of the Quick Scan progress
screen.

2. A screen will appear telling you that the scan is not finished. It will prompt
you to verify whether or not you would like to stop the scan now. You
have two choices:
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a. Click <YES> to be taken to the Quick Scan results, which shows all
of the results that Quick Scan uncovered before you elected to stop
the scanning.

b. If you click <NO> you will remain on the Quick Scan progress
screen.

Understanding Quick Scan Results

Tizer Secure breaks your Quick Scan results into two categories:

1. Threats—any malware on your computer that matches the threats in Tizer
Secure’s database.

2. Suspect threats—any file, process, or document that meets Tizer Secure’s
heuristic-based suspect threat algorithm.

Much like the chart you saw being populated during the scan, the threats tab has
a chart that includes:

Name—the name of the threat
Type—the type of threat
Location—the location of the threat on your computer

The suspect threats tab has a chart that includes:

Name—the name of the suspect threat
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Location—the location of the suspect threat on your computer
Threat Level—the level of harm the suspect threat poses

The threat and suspect threat results charts have a box next to each item that
enables you to take action on that item.

Toward the bottom of the threat and suspect threat charts, you’'ll see a box that
enables you to Select All/Select None of the threats or suspect threats listed.

Next to the Select All/Select None box, Tizer Secure lists:
1. Total threats—How many total threats have been found via Quick Scan.

2. Selected—How many threats you have selected to take action upon.

Selecting Threats

You can choose individual items to take action upon or you can use the Select
All/Select None option to take action upon all items within the threats or suspect
threats tab.

Using the Select All Option

To apply the same treatment to all of the items on the threats or suspect
threats tab, use the following steps:

1. Locate the box in front of Select All/Select None at the bottom of
the itemized list of threats or suspect threats.

2. Determine whether the box is empty or has a checkmark.
a. If the box is empty, click on the empty box to place a
checkmark in it. A checkmark will appear next to each item

on the list.

b. If the box has a checkmark, do nothing. A checkmark
already appears next to each item on the list.

Using the Select None Option/Selecting Individual I tems

To treat each item on the threats or suspect threats tab individually, use
the following steps:

1. Locate the box in front of Select All/Select None at the bottom of
the itemized list to determine if Select All is chosen.
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a. If the box has a checkmark, click on the box to remove the
checkmark. The checkmarks will be removed from each item
on the list.

b. If the box has no checkmark, do nothing. There should be no
checkmarks next to any of the items on the list.

2. Locate the box in front of the individual item on the list upon which
you want to take action.

a. Ifthe box is empty, click on the empty box to place a
checkmark in it.

b. Ifthe box has a checkmark, do nothing.

3. Repeat step 2 for any additional items on the list upon which you
want to take action.

Managing Threats

After you have selected the items on the threats list upon which you want to act,
you can take one of following two actions to manage your threats:

Removing the Selected Threats
1. Select <REMOVE> in order to delete the threats from your system.

2. A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to remove these
errors.

a. Select <YES> to remove the threats. The threats will be
removed from your system and you will be taken back to the
Threats screen. The threats you have chosen to remove will
no longer be on the list.

b. Select <NO> to keep the selected threats on the threats
screen untouched. You will be taken back to the threats
screen where the threats will remain on the list.

Quarantine the Selected Threats
1. Select the <QUARANTINE> button in order to add the threats to
Quarantine and block them from potentially damaging your system.

These items will be isolated on your system and therefore can be
restored at any time.
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2. A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to quarantine these
threats.

a. Select <Yes> to quarantine these threats. The threats will be
guarantined and you will be taken back to the threats screen.
The threats you have chosen to quarantine will no longer be
on the list.

b. Select <No> to keep the selected threats on the threats
screen untouched. You will be taken back to the threats
screen where the threats will remain on the list.

Ignore the Selected Threats
1. Select <IGNORE> in order to ignore the selected threats.

2. A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to ignore these
threats.

a. Select <YES> to ignore the selected threats. The threats will
be ignored and you will be taken back to the Threats screen.
The threats you have chosen to ignore will no longer be on
the list.

b. Select <NO> to keep the selected threats on the Threats
screen untouched. You will be taken back to the Threats
screen where the threats will remain on the list.

Managing Suspect Threats

After you have selected the items on the suspect threats list you want to act
upon, you can take one of three actions to manage your suspect threats:

Block & Report the Selected Suspect Threats

1. Select <BLOCK & REPORT> in order to block the selected suspect
threat from potentially damaging your system and report them to
Tizer Secure’s technical team for analysis.

NOTE: Your system will be updated in real time with the
results of the Tizer Secure technical team’s analysis of your
suspect threats. If it was determined that a suspect threat
was an actual threat, the item will be picked up as a threat
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on your next scan so you can Remove or Quarantine it. If it
was determined that the suspect threat was not a threat, it
will be unblocked and put back into use on your system.

2. A window will appear to tell you how many suspect threats you
have selected. It will ask you to confirm that you wish to quarantine
& report these suspect threats.

a. Select <YES> to block the suspect threats. The suspect
threats will be blocked. You need to go to the Reports page
where you can send the suspect threats to Tizer Secure’s
Technical Team for analysis.

NOTE: If you did not select all of the suspect threats on the
Results Screen, a prompt will appear telling you to manage
those threats. If you go to the reports screen, the unselected
threats will remain on your system without being
guarantined.

b. Select <NO> to keep the selected suspect threats on the
suspect threats screen untouched. You will be taken back to
the suspect threats screen where the errors will remain.

Ignore the Selected Suspect Threats
To ignore the remaining suspect threats, take the following actions.

1. Click on another button outside of the suspect threats screen.

2. A window will appear asking you to take action on the suspect
threats identified by Tizer Secure’s heuristics scan.

a. Click <OK> to go back to the suspect threats scan results
screen.

b. Click <CANCEL> to do other functions outside of the

suspect threats scan. The remaining suspect threat errors
will remain in operation on your computer system.
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Using Advanced Scan

Getting to the Advanced Scan Module
There are two ways to get to the Advanced Scan Module:

From the Main Screen

From the Main Screen, select the Threats Scan Now icon.

From Anywhere

From the Left Navigation menu, select the <ADVANCED SCAN> tab.
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Launching Advanced Scan

Once inside the Advanced Scan module, you are presented with three scan
options.

1. Choose which of the following options you want to run.
Deep Scan

This is the recommended option. Use this option to perform a Deep Scan
of your entire system.

The box in front of this option has a checkmark by default. This means
Deep Scan will run automatically, along with the last option, Scan Running
Processes.

Prevent Deep Scan from Running

To prevent Deep Scan from running, click on the checkmarked box
in front of the Deep Scan option. The checkmark will now be
removed and Deep Scan will not run.
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Allow Deep Scan to Run
If you have removed the checkmark from the box in front of the
Deep Scan option, but you want to run Deep Scan, simply click on
top of the empty box to add the checkmark back.
NOTE: If you remove the checkmark from the box in front of Deep
Scan, the box in front of the third option, Scan Running Processes,
will still carry a checkmark.

Select Drive or Folder

Use this option to perform a Deep Scan of a specific drive or folder.

The box in front of this option has no checkmark by default. This means
no specific drive or folder can be scanned unless you specify it first.

Selecting a Drive or Folder to Scan
1. To ensure a specific drive or folder is scanned, click on the
empty box in front of the Select Drive/Folder option in order

to add a checkmark.

2. When a checkmark is placed in the box, the <BROWSE>
button becomes active.

a. Click on the Browse button. A Browse for Folder
window will appear.

b. Find the file, drive, or directory on which you want to
perform a deep scan.

c. Click the OK button at the bottom of the window.
Disabling the Select Drive or Folder Option
If you have placed a checkmark in front of the Select Drive/Folder
option, but you do not wish to perform this action, simply click on
top of the box to remove the checkmark.
No specific drive or folder will be scanned.

Scan Running Processes

Use this option to perform a scan of all currently running processes.
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The box in front of this option has a checkmark by default. This means the
Scan Running Processes option will run automatically.

Prevent Scan Running Processes from Running

To prevent the Scan Running Processes option from running during
Advanced Scan, click on top of the checkmarked box to remove the
checkmark. Advanced Scan will not check running processes.
Allow Scan Running Processes to Run

If you have removed the checkmark from the box in front of the
Scan Running Processes option, but you still want to scan all
running processes, simply click on top of the box to add the
checkmark back.

2. Click on the <START SCAN> button to execute Advanced Scan on the
options you have selected.

Understanding Advanced Scan Progress Screen
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While your system scans, the progress screen details the progress being made
by Advanced Scan. It includes:

Scanning Type
The Advanced Scan module shows what type of scan Tizer Secure is
performing.

Scan Location
Object Location is the location on your computer system where Advanced
Scan is currently scanning.

Progress Bar
The Progress Bar indicates—by percent—how far along Advanced Scan
has progressed.

Total Objects Scanned
Total Objects Scanned indicates how many objects have been scanned so
far in the Advanced Scan Process.

Problems Found
This is the number of Threats or Suspect Threats that Advanced Scan has
found so far in its scanning process.

Start Date/Time
This displays the date and time when the current scan began.

Time Spent
This is how many hours, minutes, and seconds the Advanced Scan has
been working on the current scan.

Below Problems Found is a chart that lists the threats that have been
found. This chart includes:

Name—the name of the threat

Type—the type of threat

Location—the location of the threat
Suspect—whether the threat is suspect or known
Threat Level—what level of threat it poses.

Stopping Advanced Scan

After you have started Advanced Scan, you can stop it from completing its scan
with the following steps:

1. Click the <STOP SCAN> button at the bottom of the Advanced Scan
progress screen.
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2. A screen will appear telling you that the scan is not finished. It will ask you
to verify whether or not you would like to stop the scan.

a. Click <YES> you will be taken to the Advanced Scan results. You
will see all of the results that Advanced Scan has uncovered before
you elected to stop the scanning.

b. If you click <NO> you will remain on the Advanced Scan progress
Understanding Advanced Scan Results
Tizer Secure breaks your Advanced Scan results into two categories:

1. Threats—any malware on your computer that match the threats in Tizer
Secure’s database.

2. Suspect threats—any file, process or document that meets Tizer Secure’s
heuristic-based, suspect threat algorithm.
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Much like the chart you saw being populated during the scan, the threats tab has
a chart that includes:

Name—the name of the threat

Type—the type of threat
Location—the location of the threat on your computer

The suspect threats tab has a chart that includes:
Name—the name of the suspect threat
Location—the location of the suspect threat on your computer
Threat Level—the level of harm the suspect threat poses

The threat and suspect threat results charts have a box next to each item that
enables you to take action on that item.

Toward the bottom of the threat and suspect threat Chart, you'll see a box that,
enables you to Select All/Select None of the threats or suspect threats listed.

Next to the Select All/Select None box, Tizer Secure lists:
1. Total Threats—how many total threats have been found via X-Scan.

2. Selected—how many threats you have selected to take action upon.

50



Selecting Threats

You can choose individual items to act upon or you can use the Select All/Select
None option to take action on all items within the threats or suspect threats tab.

Using the Select All Option

To apply the same treatment to all of the items on the threats or suspect
threats tab, use the following steps:

1. Locate the box in front of Select All/Select None at the bottom of
the itemized list of threats or suspect threats.

2. Determine whether the box is empty or has a checkmark.
a. If the box is empty, click on the empty box to place a
checkmark in it. A checkmark will appear to each item on the

list.

b. If the box has a checkmark, do nothing. A checkmark
already appears next to each item on the list.

Using the Select None Option/Selecting Individual I  tems

To treat each item on the threats or suspect threats tab individually, use
the following steps:

1. Locate the box in front of Select All/Select None at the bottom of
the itemized list to determine if Select All is chosen.

a. If the box has a checkmark, click on the box to remove the
checkmark. The checkmarks will be removed from each item
on the list.

b. If the box has no checkmark, do nothing. There should be no
checkmarks next to any of the items on the list.

2. Locate the box in front of the individual item on the list upon which
you want to take action.
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3.

a. If the box is empty, click on the empty box to place a
checkmark in it.

b. If the box has a checkmark, do nothing.

Repeat step 2 for any additional items on the list upon which you
want to take action.

Managing Threats

After you have selected the items on the threats list you want to act upon, you
can take one of the following two actions to manager your threats:

Removing the Selected Threats

1.

2.

Select <REMOVE> in order to delete the threats from your system.

A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to remove these
errors.

a. Select <YES> to remove the threats. The threats will be
removed from your system and you will be taken back to the
threats screen. The threats you have chosen to remove will
no longer be on the list.

b. Select <NO> to keep the selected threats on the threats
screen untouched. You will be taken back to the threats
screen where the threats will remain on the list.

Quarantine the Selected Threats

1.

2.

Select <Quarantine> in order to add the threats to Quarantine and
block them from potentially damaging your system. These items will
be isolated on your system and therefore can be restored at any
time.

A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to quarantine these
threats.

a. Select <Yes> to quarantine these threats. The threats will be
guarantined and you will be taken back to the Threats
screen. The threats you have chosen to quarantine will no
longer be on the list.
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b. Select <No> to keep the selected threats on the threats
screen untouched. You will be taken back to the Threats
screen where the threats will remain on the list.

Ignore the Selected Threats
1. Select <IGNORE> in order to ignore the selected threats.

2. A window will appear to tell you how many threats you have
selected. It will ask you to confirm that you wish to ignore these
threats.

a. Select <YES> to ignore the selected threats. The threats will
be ignored and you will be taken back to the threats screen.
The threats you have chosen to ignore will no longer be on
the list.

b. Select <NO> to keep the selected threats on the threats
screen untouched. You will be taken back to the threats
screen where the threats will remain on the list.

Managing Suspect Threats

After you have selected the items on the suspect threats list you want to act
upon, you can take one of three actions to manage your suspect threats:

Block & Report the Selected Suspect Threats

1. Select <BLOCK & REPORT> in order to block the selected suspect
threat from potentially damaging your system and report them to
Tizer Secure’s technical team for analysis.

NOTE: Your system will be updated in real time with the
results of the Tizer Secure technical team’s analysis of your
suspect threats. If it was determined that a suspect threat
was an actual threat, the item will be picked up as a threat
on your next scan so you can Remove or Quarantine it. If it
was determined that the suspect threat was not a threat, it
will be unblocked and put back into use on your system.
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2. A window will appear to tell you how many suspect threats you
have selected. It will ask you to confirm that you wish to quarantine
& report these suspect threats.

a. Select <YES> to block the suspect threats. The suspect
threats will be blocked. You need to go to the Reports page
where you can send the suspect threats to Tizer Secure’s
Technical Team for analysis.

NOTE: If you did not select all of the Suspect Threats on the
results screen, a prompt will appear telling you to manage
those threats. If you go to the reports screen, the unselected
threats will remain on your system without being
guarantined.

b. Select <NO> to keep the selected suspect threats on the
suspect threats screen untouched. You will be taken back to
the suspect threats screen where the errors will remain.

Ignore the Selected Suspect Threats
To ignore the remaining suspect threats, take the following actions.

1. Click on another button outside of the suspect threats screen.

2. A window will appear asking you to take action on the suspect
threats identified by Tizer Secure’s heuristics scan.

a. Click <OK> to go back to the suspect threats scan results
screen.

b. Click <CANCEL> to do other functions outside of the

Suspect Threats scan. The remaining suspect threat errors
will remain in operation on your computer system.
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Using Registry Optimizer

Getting to the Registry Optimizer Module

There are two ways to get to the Registry Optimizer Module:
From the Main Screen

From the Main Screen, select the Registry Scan Now Icon
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From Anywhere

From the Left Navigation menu, select the <REGISTRY OPTIMIZER> tab.

Selecting Scan Options

By default, all 15 Registry Optimizer options are selected with a checkmark,
which means all 15 will run when you start the scan.

Deselecting a Scan Options

You can deselect any Registry Optimizer option you do not wish to scan
using the following steps.
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1. Click on the checkmarked box in front of the option you wish to
deselect. The checkmark will be removed, and Registry Optimizer
will overlook this item.

2. Repeat this step with every Registry Optimizer option you want to
eliminate from the scan.

Reselecting a Scan Options
If there is a Registry Optimizer option that you want to include in the scan,
but have previously deselected it, you can re-select the option using the
following steps.
1. Click on the empty in the box in front of the option you wish to
reselect. A checkmark will be placed in the box, and Registry

Optimizer will scan this item.

2. Repeat this step with every Registry Optimizer option you with to
reselect.

Starting Registry Optimizer Scan

Once you have selected the appropriate Registry Optimizer Options, you can
click the <START SCAN> button.
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Understanding Registry Optimizer Progress Screen

While your system’s Registry and its components are being scanned, the
Registry Optimizer progress screen details the progress being made. It includes:

Scanning Object
This shows what the Registry Optimizer is currently scanning.

Object Location
This shows which individual entry in your system’s Registry is currently
being scanned.

Progress Bar
The Progress Bar indicates—by percent—how far along the Registry
Optimizer has progressed.

Total Keys Scanned
This shows how many individual entries in the Registry have been
scanned thus far in the process.

Problems found

This indicates the total number of Registry errors that have been found
thus far in the scanning process.
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Start Date/Time
This shows the date and time that the Registry Optimizer started
scanning.

Time Spent
This shows how long the Registry Optimizer has been processing.

Progress of Individual Registry Scan Options

The second half of the Registry Optimizer process screen lists all of the
options that you've chosen to scan. As the scan takes place, the option
being scanned is highlighted in blue and two cycle arrows move clockwise
next to it indicating that it is currently being scanned.

As the item is scanned, elements appear next to it.

A green checkmark ( ) indicates that this object is done being
scanned and no errors were found.

A red X mark indicates that this object is done being scanned and
errors were found. The number of errors found is listed in red next
to the red X mark.

A green zero (0) indicates that no errors have been found thus far
during the scan of this object.

A red numeral (#) indicates the number of errors that have been
found thus far during the scan of this object.
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Stopping Registry Optimizer

After you have started Registry Optimizer, you can stop it from completing its
scan using the following steps:

1. Click the <STOP SCAN> button at the bottom of the progress page.

2. A window will appear informing you that scanning has not finished. It will
ask you if you would like to stop the scan now.

a. Click <YES> to stop the Registry Optimizer. You will be taken to the
registry errors page, which shows you the results of the scan to the
point where you stopped it.

b. Click <NO> to keep the Registry Optimizer active. You will be
returned to the Registry Optimizer progress page.

Understating Registry Optimizer Results

After the Registry Optimizer’s scan is complete, you will be taken to a registry
errors page that shows a list of the registry errors found during the scan.
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Each item on the registry errors list can be expanded so you can see its sub-
items and collapsed so you don’t see them.

Expanding Registry Error Items

To expand errors you see, click on the plus (+) sign that sits before the
empty checkbox of the error you want to see.

NOTE: you can further examine the details of these sub-errors by
expanding them the same way.

Collapsing Registry Error Items
After expanding an error, you can hide all of the sub-errors.

Click on the minus sign that sits before the empty checkbox of the main
error.

Selecting Errors

By default, no checkmarks appear next to any of the registry error items listed.
That means no action can be taken on any registry error item until you select one
or more. Only errors with checkmarks will be affected by the action you take.

Selecting All Errors
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To select all errors on the registry errors list, use the following steps:
1. Locate the Select All/Select None box at the bottom of the list.

2. Click the empty box to add a checkmark. All of the errors on the list
will now have checkmarks in them.

Deselecting All Errors

If you have chosen the Select All option at the bottom of the registry errors
list and now want to deselect all, use the following steps:

1. Locate the Select All/Select None box at the bottom of the list.

2. Click on the checkmark in the box to remove it. The box will now be
empty; none of the errors on the list will have checkmarks.

Selecting Individual Errors

You may choose to fix some errors and ignore others. You can do this one
of two ways.

Selecting Main Registry Errors

You can individually select any main registry error, which will
automatically select all of its sub errors. Do this using the following
steps.

1. Locate the main registry error upon which you want to take
action.

2. Click on the empty box beside this main registry error. A
checkmark will be added to this box and in all of the sub
errors within that main error (whether you have the list
expanded or collapsed).
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3. Repeat steps 1 and 2 for each main registry error upon
which you want to take action.

Selecting Sub Registry Errors
Just as you were able to individually select any main registry error
item, you can individually select any sub-error.

1. Locate the main registry error that includes the sub error
upon which you wish to take action.

2. Click on the plus sign beside the main registry error to reveal
the sub-errors.

3. Click on the empty box beside each of the sub errors upon

which you wish to take action. A checkmark will appear only
in the sub error boxes you select.
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4. Repeat steps 1 through 3 for each individual sub error upon
which you wish to take action.

Deselecting Individual Errors

If you need to exclude a previously selected main registry error or sub
error, you can deselect each using the following steps.

1. Locate the main registry error or sub-error you wish to deselect.

2. Click on the checkmark in front of the individual error. The
checkmark will be removed; any action you take will not affect this
error.

3. Repeat steps 1 and 2 for every main registry error or sub-error you
want to deselect.

Managing Errors

On the Registry Errors page, you can take action upon any error that has a
checkmark next to it. You have two actions you can perform on these errors.

Removing the Selected Errors

To remove any of the errors you have placed a checkmark beside, use the
following steps:

1. Click on the <REMOVE> button.
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2. A window will appear telling you how many errors you have chosen
to remove, and ask you to confirm that you want to fix these errors.

a. Click <YES> to fix the errors. You will then be taken back to
the registry errors page. The errors you just fixed will be
removed from the page.

b. Click <NO> to return to the registry errors page. The errors
you chose not to fix will still be listed with the checkmarks
next to them.

Ignoring the Selected Errors

To ignore any of the errors you have placed a checkmark beside and
remove them from the registry errors page, do the following:

1. Click on the <IGNORE> button.

2. A window will appear telling you how many errors you have chosen
to ignore. It will ask you to confirm that you want to add these errors
to your ignore list.

a. Click <YES> to ignore these errors. You will then be taken
back to the registry errors page. The errors you just fixed will
be removed from this page and placed on the Ignore List.

b.  Click <NO> to return to the registry errors page. The errors

you chose not to fix will still be listed with the checkmarks
next to them.

65



Using Privacy Guard

Getting to the Privacy Guard Module
From the Main Screen

From the Main Screen, select the Privacy Scan Now Icon.

From Anywhere

From the Left Navigation menu, select the <PRIVACY GUARD> tab.
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Understanding the Privacy Guard Module
You can use Tizer Secure’s Privacy Guard module to perform two functions:

1. To shred individual documents and files so its information cannot be
retrieved by any software.

2. To automatically scan all areas of your computer system where your
privacy can be compromised.

Scanning All Areas of Your Computer System

1. Locate the <START SCAN> button in the center of the Privacy Guard
screen.

2. Click on the <START SCAN> button to begin the Privacy Guard scan of all
of areas of your computer system.
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Understanding Privacy Guard Progress Screen

While Tizer Secure’s Privacy Guard scans your system, the Privacy Guard
Progress Screen details the progress being made. It includes:

Objects Scanned
This shows what object the Privacy Guard is currently scanning.

Files Processed
This shows the location where the Privacy Guard is currently scanning.

Privacy Components

This shows how many privacy components have been found on your
system thus far in the scan. The specific privacy components will be
shown on the privacy scan results screen.

Total Size

This is the amount of space on your computer system that is occupied by

the privacy components that Privacy Guard scan has found thus far.

Start Date/Time
This is the date and time when you initiated the Privacy Guard Scan.

Time Spent
This shows how long the Privacy Guard Scan has been processing.



Progress Bar
The Progress Bar indicates—by percentage—how far along the Privacy
Guard Scan has progressed.

Stopping Privacy Guard Scan

After you have started Privacy Guard Scan, you can stop it from completing its
scan with the following steps:

1. Click the <STOP SCAN> button at the bottom of the Privacy Scan
progress page.

2. A window will appear informing you that the scanning has not finished. It
will ask you if you would like to stop the scan now.

a. Click <YES> to stop the Privacy Scan now. You will be taken to the
Privacy Scan results page, which will show you the results of the
Privacy Scan to the point where you stopped it.

b. Click <NO> to keep the Privacy Scan active. You will be returned
to the Privacy Scan progress page.
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Understating Privacy Guard Results

After the Privacy Scan is complete, you will be taken to the Privacy Scan results
page, which is a chart that lists all of the privacy entries that Tizer Secure
uncovered during Privacy Guard scan.

Error Type
This column lists each place where Tizer Secure discovered a privacy
entry.

Count

This column lists how many privacy entries Tizer Secure discovered in
each place.

Selecting Privacy Entries

The Privacy Scan results screen enables you to select the privacy entries you
want to delete.

By default, no privacy entries are selected when you arrive at the Privacy Scan

results page. That means no action can be taken upon any Privacy Guard entry
until you select one.
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Use the following methods to select the appropriate entries to take action upon.

Selecting All Privacy Entries

To take action upon all entries on the Privacy Scan results screen, take
the following steps:

1. Locate the empty box next to Select All/Select None at the bottom
of the results screen.

2. Click on the box to add a checkmark. This will add a checkmark to
all of the entries on the Privacy Scan results list. You can now fix all
of the privacy entries at once.

Deselecting All Privacy Entries

If you have chosen the Select All option at the bottom of the Privacy Scan
results list and now want to deselect all, use the following steps:

1. Locate the checkmarked box next to Select All/Select None.

2. Click on the checkmark to remove it from the box. The checkmark
will be removed from all of the privacy entries listed. No action can
be taken until at least one entry is selected.

Selecting Individual Privacy Entries

You may choose to fix some privacy entries and ignore others using the
following steps:

1. Locate the privacy entries you want to remove.
2. Click on the empty box in front of the chosen privacy entries.

3. Repeat steps 1 and 2 for every privacy entries you wish to remove.

Removing Privacy Scan Results

Once you have placed a checkmark beside the privacy entries you want to
remove, use the following steps to remove them:

1. Locate the <REMOVE> button below the Privacy Scan Results Screen.

2. Click on the <REMOVE> button. A window will appear telling you the
privacy entries you selected are cleared. You have two choices:
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a. Click <YES> to be returned to the main Privacy Guard screen. All

items that you chose to remove have been cleared. Items you have

not chosen to remove are still active in your system.

b. Click <NO> to be returned to the Privacy Guard Results screen
where all of the privacy guard threats will still be listed.

Shredding a Specific File

1. Click on the <BROWSE> button at the bottom of the Privacy Guard
screen. A window will appear:

a. Use the window to navigate around your file system to find the
document or file you want to shred.

b. Click the <OPEN> button on the window. The path of the file

you have chosen will appear in the Select a file to shred box at
the bottom of the Privacy Guard screen.

2. Select the <SHRED> button below the file path you have just chosen.

3. A prompt will verify that you want to shred the selected file. Click Yes.

4. The file you have chosen will be removed from your system and cannot be

recovered.

NOTE: Since any file you choose to shred can never be recovered, please be

certain you will not need the file in the future.
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Using Analyzer

Getting to the Analyzer Module

From the Left Navigation menu, select the <ANALYZER> tab.

Analyzing Items

The Analyzer is a drag and drop scanner that you can use to scan individual files,
documents, folders, URLs within a browser, and more. It is a quick way to check
individual items for malware or threats.

There are three actions you can take with Tizer during a scan. These actions are
listed in the box labeled Status of Tizer when Analyzer Icon is clicked on the
Analyzer home page.

Hiding Tizer While Scanning an ltem

To make the Tizer window disappear so you can scan any item on your
desktop or any item in any open window, take the following steps:

1. Inthe Status of Tizer when Analyzer Icon is clicked box, click inside
the radio button next to the option Hide Tizer window.

73



2. Place your mouse cursors overtop the Analyzer icon , left click
your mouse, and hold the icon. Your mouse cursor will change to
the Analyzer icon &, and the Tizer application screen will
disappear.

3. Drag the Analyzer icon & on top of any item on your desktop or
any open window.

NOTE: The Analyzer cannot scan and analyze icons in your task
bar tray.

4. Release the mouse button to drop the Analyzer icon & on top of
your chosen item. The Tizer Application will reappear with a
progress bar to show you the status of the scan as it happens.

Turning Tizer Translucent While Scanning an Item
To make the Tizer window turn translucent so you can scan any item on

your desktop or any item in any open window that surround the Tizer
window, take the following steps:

1. Inthe Status of Tizer when Analyzer Icon is clicked box, click inside

the radio button next to the option Turn Tizer window translucent.
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2. Place your mouse cursor overtop the Analyzer icon , left click

your mouse, and hold the icon. Your mouse cursor will change to

the Analyzer icon @, and the Tizer application screen will fade
slightly, but not disappear.

Drag the Analyzer icon & on top of any item on your desktop or
any open window that surrounds the Tizer application window.

NOTE: The Analyzer cannot scan and analyze icons in your task
bar tray.

Release the mouse button to drop the Analyzer icon @ on top of
your chosen item. The Tizer window will become fully visible and a
progress bar will appear to show you the status of the scan as it
happens.

Retain Tizer Window While Scanning an Item

To keep the Tizer window open so you can scan any open item
surrounding it, take the following steps:

1.

In the Status of Tizer when Analyzer Icon is clicked box, click inside
the radio button next to the option Retain Tizer window.
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2. Place your mouse cursor overtop the Analyzer icon , left click
your mouse, and hold the icon. Your mouse cursor will change to
the Analyzer icon &, and the Tizer application screen will stay
open.

3. Drag the Analyzer icon @ on top of any item on your desktop or
any open window that surrounds the Tizer application window.
Note: The Analyzer cannot scan and analyze icons in your task bar
tray.

4. Release the mouse button to drop the Analyzer icon & on top of

your chosen item. A progress bar will appear in the Tizer window to
show you the status of the scan as it happens.

Managing Results

After scanning an item, such as an individual document, file, or URL within a
browser, your results will appear on the Analyzer screen immediately following
the scan.

Understanding Results

Your scan results will differ when a threat is found versus when no threat
is found.
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Understanding Threat Results

When an error is found, the Analyzer screen shows the following
information:

Window Caption
This is the name of the object that was scanned.

Process File Name
This is the location of the object that was scanned.

Results

The results of the scan are in bold on one line. In
parenthesis is the level of the threat that was found. This is
followed by where the threat was found within the object that
was scanned.

Understanding Non-Threat Results

When no error is found, the Analyzer screen shows you the
following:

Window Caption
This is the name of the object that was scanned. If no threat
is found, this will be blank.

Process File Name
This is the location of the object that was scanned

Results
The Results of the scan are in bold on one line. When no
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threat is found, this line will say “No identifiable threats found
in the target process.”

Managing Results
Managing Threat Results

Below the scan results you are given two ways in which you can
handle a threat.

Option 1: Block
Select the <BLOCK?> button to remove this threat from your
system. It will be put on Tizer Secure’s Quarantine list.

Option 2: Find Again

Select the <FIND AGAIN> button to ignore the threat and
return to the main Analyzer screen where you can scan
something else.

As an alternative to the choices given, you can proceed without
taking action on the scanned item.

Option 3: Leave Analyzer

Click on any other navigation button to be taken out of the
Analyzer tool.
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Managing Non Threat Results

If no threats are found, you are presented one choice below the
scan results.

Option 1: Find Again
Select the <FIND AGAIN> button to return to the main
Analyzer screen where you can scan something else.

As an alternative to the choices given, you can move on from the
Analyzer module.

Option 2: Leave Analyzer
Click on any other navigation button to be taken out of the
Analyzer tool.

Managing Quarantine

Getting an item into Quarantine

When Tizer Secure detects a threat, a suspect threat or error, it prompts users to
take action. In some cases, that action means users are putting items into
Quarantine.

In essence, Tizer Secure is isolating these elements so they can no longer harm
or threaten the computer system. At the same time, Tizer Secure enables users
to recover harmless files and programs they need while permanently removing
others.

Through Tizer Secure’s convenient interface, users add items to Quarantine by
blocking threats and suspect threats, by fixing selected registry errors and more.

Because of the level of threat .dll files pose to a computer system, Tizer Secure
automatically deletes all .dll files from Quarantine upon system restart. All other
files, such as .exe files and others, require users to take action in order to either
delete or restore them from Quarantine. Quarantine has no limit and therefore
can house countless threats, suspect threats and errors.

Getting to the Quarantine Screen

To get to the Quarantine module, click on the <QUARANTINE> button on the top
navigation bar.
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Understanding Quarantine Screen

Each time a user launches Tizer Secure, he is starting a new session. When
Tizer Secure quarantines a threat, suspect threat, or error from the computer
system, it places it into the isolation within the currently running session.

The Quarantine Module categorizes these elements in the following manner:

Session

Sessions are categorized by the date and time when you last launched
Tizer Secure. Using the Quarantine module’s dropdown menu, you can
select any of the listed sessions, including the current session.

Session Backup Data

When you select one of the listed sessions from Quarantine’s dropdown
menu, Tizer Secure lists all of the threats, suspect threats, and errors that
you isolated during that session period.

Total Items
At the bottom of the Session Backup Data chart are two pieces of
information:

1. Total Errors—tells you how many total threats, suspect threats, or
errors are listed in this session.
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2. Selected—tells you how many of those threats, suspect threats, or

errors you have chosen to take action upon.

Selecting a Quarantine Session

In order to view and act upon the threats, suspect threats, or errors in any
Quarantine session, you must first choose a session.

1. Select a Quarantine session from the sessions dropdown menu.

2. After choosing the appropriate session, all of the threats, suspect threats,

and errors from that Quarantine Session will be shown in the session
backup data chart.
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Selecting Quarantined Items
In preparing act upon any of the threats, suspect threats, and errors placed into
Quarantine, you have four ways in which you can select threats listed in the
Session Backup Data chart:

Selecting Individual Files

To take action on individual quarantined files:

1. Locate the file or files you want to take action upon.

2. Click on the empty box in front of the file you have chosen. A
checkmark will appear.

Deselecting Individual Files
To prevent action from being taken on any files you previously selected:
1. Locate the file or file you do not want to take action upon.

2. Click on the checkmarked box in front of the file you have chosen.
The checkmark will disappear.
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Select All Files
To take action on all quarantine files at the same time:

1. Locate the click the <SELECT ALL> link at the bottom of the
session backup data chart.

2. Click on the link. A checkmark will be placed in the box next to all of
the Quarantined files listed for the selected session.

Select No Files

To make sure no action is taken on any file, even if you previously
selected some:

1. Locate the <SELECT NONE> link at the bottom of the session
backup data chart.

2. Click on the link. Checkmarks will be removed from all of the
Quarantined files listed for the selected session.

Managing Items in a Quarantine Session
Any item within a Quarantine session can be restored or left in Quarantine.
Restoring Items from Quarantine

After selecting a quarantine session and selecting the quarantined items
you want to restore within that session, click the <RESTORE> button.

Tizer Secure will prompt you to verify you want to restore these items.
1. Click <YES> to restore these items back to your computer system.
2. Click <NO> to keep these items in Quarantine. You will return to
the Quarantine screen where these items will remain within the
existing session.
NOTE: Before restoring items from Quarantine back to the computer
system, be sure these items are safe to re-activate. If you decide to

reactivate a threat, suspect threat or error, it may cause more damage to
your computer system.
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Using Ongoing Protection
Using VGuard

Getting to VGuard

To get to Tizer Secure’s VGuard Settings, click on <VGUARD> on the Top
Navigation bar.

Understanding Your Choices

In order to take advantage of the VGuard protection, users must Enable each of
the 14 features.

Managing Your VGuard
VGuard uses 14 different tools to proactively protect your Internet-connected

computer. You can control the settings of each of them by individually enabling or
disabling them. You can even update the lists attached to 3 of the tools.
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Using LSP Protection Monitor

You can enable LSP Protection to keep spyware from changing your
TCP/IP settings, or you can disable it so your TCP/IP settings can be
changed by outside sources.

Enabling LSP Protection

To enable LSP Protection, locate the <ON/OFF> button adjacent to
the words LSP Protection on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable LSP
Protection. The button will now change to green and say
<ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable LSP
Protection.

Disabling LSP Protection

To disable LSP Protection, find the button adjacent to the words
LSP Protection on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being
protected; you must click on it once to disable LSP
Protection. The button will now change to red and say
<OFF>.
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2.

If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable LSP Protection.
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Using Site Guard

You can enable Site Guard to keep you protected against Web sites that
may harm your computer, or you can disable it so it will not stop you from
visiting these sites. You can also control what sites are on this Site Guard

list.

Enabling Site Guard

To enable Site Guard, locate the <ON/OFF> button adjacent to the
words Site Guard on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Site Guard.
The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable Site
Guard.

Disabling Site Guard

To disable Site Guard, locate the <ON/OFF> button adjacent to the
words Site Guard on the Pro-Active Protection screen.
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1. If the button is green says <ON> you are currently being
protected; you must click on it once to disable Site Guard.
The button will now change to red and say <OFF>.

2. If the button is red says <OFF> you are not currently being
protected. No action is necessary on your part to disable Site
Guard.

Adding a New Site to Site Guard’s Blocked Sites Lis t
You can block potentially harmful or threatening Web sites by
adding them to Site Guard’s Blocked Sites list. Add sites with the

following steps.

1. From the Pro-Active Protection screen, click on the
<MANAGE SITES> button that corresponds with Site Guard.

2. Click the <ADD> button at the bottom of the Blocked Sites
list.

3. A screen will appear prompting you to enter the URL of the

ActiveX Control you want to add to the list. Input this
information.
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4. Click OK. The prompt will disappear and the new site will be
added to the Blocked Sites list. As long as Site Guard is
enabled, you will not be able to visit this site.

Editing a Site on Site Guard’s Blocked Sites List

You can edit any site on the Blocked Sites List using the following
steps:

1. From the Pro-Active Protection screen, click on the
<MANAGE SITES> button that corresponds with Site Guard.

89



2. Click on the site you want to edit. The site you have chosen
will be highlighted, indicating that any change will be made
to that site.

3. Click on the <EDIT> button at the bottom of the list. A screen
will appear with the URL you want to change inside a box.
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4. Make your changes to the URL.
5. Click <OK> on the screen. The URL you edited will be

changed on the Blocked Sites list. As long as Site Guard is
enabled, you will not be able to visit this site.

Deleting a Site on Site Guard’s Blocked Sites List

You can delete any site on the Blocked Sites List using the
following steps:

1. From the Pro-Active Protection screen, click on the
<MANAGE SITES > button that corresponds with Site
Guard.
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2. Click on the site you want to delete. The site you have
chosen will be highlighted, indicating that any change will be
made to that site.

3. Click on the <DELETE> button at the bottom of the screen.
The site will be removed from the Blocked Sites list. You will
be able to visit this site.
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Understanding Site Guard Notifications

When Site Guard blocks a potentially harmful site from opening,
your Tizer Secure system tray icon will display the message. No
action is necessary.
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Using Immunizer

You can enable Immunizer to keep you protected against potentially
harmful ActiveX controls, or you can disable it so you can utilize all
ActiveX controls, whether harmful or not. You can also control what
ActiveX controls are on the Immunizer list.

Enabling Immunizer

To enable Immunizer, locate the <ON/OFF> button adjacent to the
words Immunizer on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Immunizer.
The button will change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Immunizer.

Disabling Immunizer

To disable Immunizer, locate the button adjacent to the words
Immunizer on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Immunizer.
The button will change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Immunizer.

Adding New ActiveX Control to the Blocked ActiveX C ontrols
List

Immunizer’s Blocked ActiveX Control list is already populated with
a list of 7,000 threatening ActiveX Controls. You can add additional
ActiveX Controls by using the following steps.

1. From the Pro-Active Protection screen, click on the

<MANAGE ACTIVEX CONTROLS> button that corresponds
to Immunizer.

2. Click on the <ADD> button at the bottom of the Blocked
ActiveX Controls screen.

3. A prompt will appear asking you to Enter ActiveX ID. Enter
the name of the ActiveX Control you want to block.

4. Click the OK button on the prompt screen. Your ActiveX
Control will be added to the Blocked ActiveX Controls list.
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Editing an ActiveX Control on Immunizer’s Blocked A ctiveX
Control List

1. From the Pro-Active Protection screen, click on the
<MANAGE ACTIVEX CONTROLS> button that corresponds
to Immunizer.

2. Click on the ActiveX Control you want to edit. The ActiveX
Control you have chosen will be highlighted, indicating that
any change will be made to that ActiveX Control.

3. Click on the <EDIT> button at the bottom of the list. A screen
will appear with the ActiveX Control you want to change
inside a box.

4. Make your changes to the ActiveX Control.
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5. Click <OK> on the prompt screen. The ActiveX Control you
edited will be changed on the Blocked ActiveX Controls list.
As long as Immunizer is Enabled, this ActiveX Control
cannot be activated.

Deleting a Site from Immunizer’s Blocked ActiveX Li st

You can delete any site from the Blocked ActiveX Controls list
using the following steps:

1. From the Pro-Active Protection screen, click on the
<MANAGE ACTIVEX CONTROLS> button that corresponds
to Immunizer.

2. Click on the ActiveX control you want to delete. The ActiveX
Control you have chosen will be highlighted, indicating that
any change will be made to that ActiveX Control.
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3. Click on the <DELETE> button at the bottom of the Blocked
ActiveX Controls list. The site will be removed from the list.
You will be able to visit sites using this ActiveX Control.
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Using Restrict Messenger Services

You can enable Restrict Messenger Service so Windows Messenger
Service stops running, or you can disable Restrict Messenger Service so
Windows Messenger Service continues to run on your system.

Enabling Restrict Messenger Service

To enable Restrict Messenger Service, locate the <ON/OFF>
button adjacent to the words Restrict Messenger Service on the
Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Restrict
Messenger Service. The button will now change to green
and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Restrict Messenger Service.

Disabling Restrict Messenger Service

To disable Restrict Messenger Service, locate the <ON/OFF>
button adjacent to the words Restrict Messenger Service on the
Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being
protected; you must click on it once to disable Restrict
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Messenger Service. The button will now change to red and
say <OFF>.

. If the button is red and says <OFF> you are not currently

being protected. No action is necessary on your part to
disable Restrict Messenger Service.
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Using Process/Email/IM Monitor

You can enable Process/Email/IM Monitor so it stops known harmful
processes from being executed, or you can disable Process/Email/IM
Monitor so you can continue to run these processes on your system. You
can also control what processes are on the Process/Email/IM Monitor list.

Enabling Process/Email/IM Monito r

To enable Process/Email/IM Monitor, locate the <ON/OFF> button
adjacent to the words Process/Email/IM Monitor on the Pro-Active
Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable
Process/Email/IM Monitor. The button will now change to
green and say <ON>,

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Process/Email/IM Monitor.

Disabling Process/Email/IM Monitor
To disable Process/Email/lM Monitor, locate the <ON/OFF> button

adjacent to the words Process/Email/IM Monitor on the Pro-Active
Protection screen.
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1. If the button is green and says <ON> you are currently being
protected; you must click on it once to disable
Process/Email/IM Monitor. The button will now change to red
and say <OFF>.

2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Process/Email/IM Monitor.

Adding a New Process to Process/Email/IM Monitor’s Blocked
Processes List

Each time you use Tizer Secure’s Deep Scan and Analyzer tools,
any malware-initiated processes are automatically added to the
Process/Email/IM Monitor’s list of blocked processes. You can add
additional processes to the list by using the following steps:

1. From the Pro-Active Protection screen, click on the
<MANAGE PROCESS> button that corresponds with
Process/Email/IM Monitor.

2. Click the <ADD> button at the bottom of the Blocked
Processes list.

3. A screen will appear prompting you to use a dropdown menu
to choose one of two process types to remove.

Option 1: Block a normal process

To block normal processes that can execute on your
system:
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a. Choose Process name from the drop down list.

b. Select the <BROWSE> button to find browse
for the Process you want to block.

Option 2: Block Cryptographic Hash
To block cryptographic hash functions used in a
variety of security applications:

a. Choose Process MD5 hash from the drop
down list.

b. Input the name of the MD5 hash you want to
block.

4. Click the <OK> button. The process will be added to the list
of Processes being blocked by Tizer Secure. As long as
Process/Email/IM Monitor is enabled, all of the process on
this list will be blocked from executing.

Editing an existing Process on Process/Email/IM Mon itor’'s
Blocked Processes List

You can change any process on the list of blocked processes by
using the following steps:

1. From the Pro-Active Protection screen, click on the

<MANAGE PROCESS> button that corresponds with
Process/Email/IM Monitor.
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2. Click on the Process you want to edit. The process you have
chosen will be highlighted, indicating that any change will be
made to that process.

3. Click the <EDIT> button at the bottom of the Blocked
Processes list.

4. A screen will appear that includes the Item Type and the
Process Name. You can make the following changes.

a. To change an existing Process to an MD5 Hash
Process.

i. Change the Item Type drop down selection
from Process to MD5 Hash.

ii. Input the new name of the MD5 Hash process
you want to block.

b. To change the name of an existing Process.

i. Keep the Item Type drop down selection set at
Process.

ii. Select the <BROWSE> button to find the new
process you want to block.

5. Click the <OK> button. The newly edited process will be
added to the list of Processes being blocked by Tizer
Secure. As long as Process/Email/IM Monitor is enabled, all
of the process on this list will be blocked from executing.

104



Deleting an existing Process from Process/Email/IM Monitor’s
Blocked Processes List

You can delete any process on the list of Blocked Processes by
using the following steps:

1. From the Pro-Active Protection screen, click on the
<MANAGE PROCESS> button that corresponds with
Process/Email/IM Monitor.

2.  Click on the Process you want to delete. The process you
have chosen will be highlighted, indicating that any change
will be made to that process.

3.  Click the <DELETE> button at the bottom of the blocked
processes list. The process will be removed from the
blocked processes list. This process will again run as
necessary.

Understanding Process/Email/IM Monitor Notification S
When Process/Email/IM Monitor blocks a threatening process, your

Tizer Secure system tray icon will display the message. No action
iS necessary.
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Using Registry and Startup Monitor

You can enable Registry and Startup Monitor so it can block any changes
to your registry keys, or you can disable Registry and Startup Monitor so
outside sources can change your registry keys.

Enabling Registry and Startup Monitor

To enable Registry and Startup Monitor, locate the <ON/OFF>
button adjacent to the words Registry and Startup Monitor on the
Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Registry and
Startup Monitor. The button will now change to green and
say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Registry and Startup Monitor.

Disabling Registry and Startup Monitor

To disable Registry and Startup Monitor, locate the <ON/OFF>
button adjacent to the words Registry and Startup Monitor on the
Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being
protected; you must click on it once to disable Registry and
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Startup Monitor. The button will now change to red and say
<OFF>.

2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Registry and Startup Monitor.

Understanding Registry/Startup Monitor Notification S
When Registry/Startup Monitor blocks changes to your registry or

startup keys, your Tizer Secure system tray icon will display the
message. No action is necessary.
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Using Ini Files Monitor

You can enable Ini Files Monitor so it can block changes to the ini file
settings, or you can disable it so changes can be made to the ini file
settings.

Enabling Ini Files Monitor

To enable Ini Files Monitor, locate the <ON/OFF> button adjacent
to the words Ini Files Monitor on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Ini Files
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable Ini
Files Monitor.

Disabling Ini Files Monitor

To disable Ini Files Monitor, locate the <ON/OFF> button adjacent
to the words Ini Files Monitor on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently
being protected; you must click on it once to disable Ini
Files Monitor. The button will now change to red and say
<OFF>.

108



2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Ini Files Monitor.

Understanding Ini File Monitor Notifications

When Ini File Monitor blocks changes to the Ini File Settings, your
Tizer Secure system tray icon will display the message. No action

iS necessary.
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Using Code Injection/Memory Infection/Key logger Mo nitor

You can enable the Code Injection/Memory Infection/Key logger Monitor
so it can keep viruses from infecting the memory of processes for the
purpose of stealing information. You can disable Code Injection/Memory
Infection/Key logger Monitor.

Enabling Code Injection/Memory Infection/Key logger Monitor

To enable Code Injection/Memory Infection/Key logger Monitor,
locate the <ON/OFF> button adjacent to the words Code Injection
on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Code
Injection/Memory Infection/Key logger Monitor. The button
will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Code Injection/Memory Infection/Key logger Monitor.
Disabling Code Injection/Memory Infection/Key logger Monitor
To disable Code Injection/Memory Infection/Keyologger Monitor,

locate the <ON/OFF> button adjacent to the words Code Injection
on the Pro-Active Protection screen.
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1. If the button is green and says <ON> you are currently being
protected; you must click on it once to disable Code
Injection/Memory Infection/Key logger Monitor. The button
will now change to red and say <OFF>.

2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Code Injection/Memory Infection/Key logger Monitor.

Understanding Code Inj./Memory Inf./Key logger Moni  tor
Menu Notifications

When Code Injection/Memory Infection/Key logger Monitor blocks

viruses, your Tizer Secure system tray icon will display the
message. No action is necessary.
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Using Folder Monitor

You can enable Folder Monitor so it can block a virus from being copied
onto your system, or you can disable it so you are not prompted when a
virus is copied onto your system.

Enabling Folder Monitor

To enable Folder Monitor, locate the <ON/OFF> button adjacent to
the words Folder Monitor on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Folder
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Folder Monitor.

Disabling Folder Monitor

To disable Folder Monitor, locate the <ON/OFF> button adjacent to
the words Folder Monitor on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Folder
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Folder Monitor.

Understanding Folder Watch Notifications

When Folder Watch Monitor blocks a virus from being copied onto
your system, your Tizer Secure system tray icon will display the
message. No action is necessary.
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Using Winlogon Monitor

You can enable Winlogon Monitor so it blocks viruses from infecting the
Winlogon Memory, or you can disable it so that the Winlogon Memory is
not protected.

Enabling Winlogon Monitor

To enable Winlogon Monitor, locate the <ON/OFF> button adjacent
to the words Winlogon Monitor on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Winlogon
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Winlogon Monitor.

Disabling Winlogon Monitor

To disable Winlogon Monitor, locate the <ON/OFF> button adjacent
to the words Winlogon Monitor on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Winlogon
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Winlogon Monitor.

Understanding Winlogon Monitor Notifications
When Winlogon Monitor blocks blocks viruses from infecting the

Winlogon Memory, your Tizer Secure system tray icon will display
the message. No action is necessary.

115



Using CPU Watch Monitor

You can enable CPU Watch Monitor so it can report and shut down any
process that uses up too much CPU, or you can disable it so it lets these
processes run.

Enabling CPU Watch Monitor

To enable CPU Watch Monitor, locate the <ON/OFF> button
adjacent to the words CPU Watch Monitor on the Pro-Active
Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable CPU Watch
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
CPU Watch Monitor.

Disabling CPU Watch Monitor
To disable CPU Watch Monitor, locate the <ON/OFF> button
adjacent to the words CPU Watch Monitor on the Pro-Active
Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable CPU Watch
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable CPU Watch Monitor.

Understanding CPU Watch Notifications
When CPU Watch blocks a process that uses too much CPU, your

Tizer Secure system tray icon will display the message. No action
iS necessary.
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Using Context Menu Monitor

You can enable Context Menu Monitor so that no outside changes can be
made to your context menu, or you can disable it so that outside changes
can be made to your context menu.

Enabling Context Menu Monitor

To enable Context Menu Monitor, locate the <ON/OFF> button
adjacent to the words Context Menu Monitor on the Pro-Active
Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Context Menu
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Context Menu Monitor.

Disabling Context Menu Monitor

To disable Context Menu Monitor, locate the <ON/OFF> button
adjacent to the words Context Menu Monitor on the Pro-Active
Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Context Menu
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Context Menu Monitor.

Understanding Context Menu Notifications
When Context Menu Monitor blocks changes to your context

menus, your Tizer Secure system tray icon will display the
message. No action is necessary.
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Using Hosts File Monitor

You can enable the Host File Monitor so that it can block any critical
changes to the Windows Hosts file, or you can disable it so that changes
to the Windows Hosts file can be made.

Enabling Hosts File Monitor

To enable Hosts File Monitor, locate the <ON/OFF> button
adjacent to the words Hosts File Monitor on the Pro-Active
Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Hosts File
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Hosts File Monitor.

Disabling Hosts File Monitor

To disable Hosts File Monitor, locate the <ON/OFF> button
adjacent to the words Hosts File Monitor on the Pro-Active
Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Hosts File
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Hosts File Monitor.

Understanding Hosts File Notifications
When Hosts File Monitor blocks changes to your Windows Hosts

File, your Tizer Secure system tray icon will display the message.
No action is necessary.
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Using Rootkit Monitor

You can enable Rootkit Monitor so that it can perform a periodic
background search and removal of rootkits, or you can disable Rootkit
Monitor from performing this search.

Enabling Rootkit Monitor

To enable Rootkit Monitor, locate the <ON/OFF> button adjacent to
the words Rootkit Monitor on the Pro-Active Protection screen.

1. If the button is red and says <OFF> you are not being
protected; you must click on it once to enable Rootkit
Monitor. The button will now change to green and say <ON>.

2. If the button is green and says <ON> you are being
protected. No action is necessary on your part to enable
Rootkit Monitor.

Disabling Rootkit Monitor

To disable Rootkit Monitor, locate the <ON/OFF> button adjacent to
the words Rootkit Monitor on the Pro-Active Protection screen.

1. If the button is green and says <ON> you are currently being

protected; you must click on it once to disable Rootkit
Monitor. The button will now change to red and say <OFF>.
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2. If the button is red and says <OFF> you are not currently
being protected. No action is necessary on your part to
disable Rootkit Monitor.

Understanding Rootkit Monitor Notifications
When Rootkit Monitor blocks a potentially harmful rootkit, your Tizer

Secure system tray icon will display the message. You may be
prompted to restart your computer to remove the rootkit safely.
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Using Tools

Getting to Tools

To get to the Tools module, click on the <TOOLS> button on the top navigation
bar.

Managing Your Tools

Tizer Secure’s tools screen enables you to manage vulnerable settings on your
computer system so that no malicious program can enter your system and make
unwanted or harmful changes.

For the ultimate flexibility, you can manage each tool individually, as outlined in
the following sections.

124



Using Home Page Hijack Monitor
Because malicious applications often want to manipulate your Internet
browser’'s home page settings, the Home Page Hijack Monitor allows you
to permanently set the home page that you see when you launch Internet
Explorer and Mozilla Firefox.

Getting to Home Page Hijack Monitor

To utilize this feature, click on the <MANAGE SETTINGS> button
next to Home Page Hijack Monitor on the Tools screen.

Understanding the Home Page Hijack Monitor

The Home Page Hijack Monitor screen includes a few basic
elements.
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Enable Protection

Place a checkmark inside this box when you want to enable
the Home Page Hijack monitor feature.

Internet Explorer Home Page

This is the current URL where you are taken when you
launch Internet Explorer.

Mozilla Firefox Home Page

This is the current URL where you are taken when you
launch Mozilla Firefox.

Action Buttons
You will utilize the <BACK> button at the bottom of the

screen or the <SET> buttons beside the Home Page URLSs
when you want to perform a function.

Enabling This Feature

Before you can use Home Page Hijack Monitor, you must first
enable it.

Click on the empty box next to “Enable Protection”.
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Setting Your Internet Explorer's Home Page

To protect your Internet Explorer home page, you must specify the
URL using the following steps:

1. Enter the desired URL into the empty box next to the text
“Internet Explorer Home Page.”

2. Click on the <SET> button to save this setting. The URL you
entered will be saved; no window will appear prompting you
to take further action.

Setting Your Mozilla Firefox Home Page

To protect your Mozilla Firefox home page, you must specify the
URL using the following steps:

1. Enter the desired URL into the empty box next to the text
“Mozilla Firefox Home Page:”

2. Click on the <SET> button to save this setting. The URL you
entered will be saved; no window will appear prompting you
to take further action.

Getting Back to the Tools Page
When you finish with the Home Page Hijack Monitor Settings, click

on the <BACK> button at the bottom left of the Home Page Hijack
Monitor Screen. You will be taken back to the Tools module.
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Going to Any Other Tizer Secure Feature
After using the Home Page Hijack Monitor, it is not mandatory for

you to return to the Tizer Secure Tools Page. You can click on any
module button to go to a different feature.
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Using Browser Hijack Monitor

Most Web sites use legitimate plug-in technology to bring out enhanced
site features via Internet Explorer. Unfortunately, malicious plug-ins can
enable hijackers to take you to Web sites different than the one you
wanted to visit. He can even take you to Web sites that look identical to
password protected Web sites you may visit. This enables the hacker to
collect any personal information you may enter.

Getting to Browser Hijack Monitor

To utilize this feature, click on the <MANAGE SETTINGS> button
next to Browser Hijack Monitor on the Tools screen.

Understanding the Browser Hijack Monitor Screen

At the Browser Hijack Monitor Screen, you'll see a chart that lists
of the Internet Explorer plug-ins you have. This information can
usually give you an indication of how or where Internet Explorer

all

uses the plugin. If the information about a plugin is unfamiliar, then

you may have a malicious tool hijacking your Web browser.
The plugin chart includes:

Plugin Name
This is the name of the plugin installed on your system.

Type
This is the type of plugin installed on your system. It can
either be a Browser Helper Object (BHO) or an extension.
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File Path

This is the location where the plugin is installed on your
system.

Action Buttons

You will utilize the <BACK> button or the <REMOVE> button
below the chart when you want to perform a function.

Removing Unwanted Plugins

Your goal with the plugin chart is to remove any unwanted or
malicious plug-ins from the list. The result will be a list of only
useful, necessary, non-malicious plug-ins.

To remove unwanted plugins:

1. Click inside the empty box in front of the plugin you want to
remove.

2. Repeat step 1 for all other plugins you want to remove,

3. Click the <REMOVE> button to remove the selected plugins
from your system.

Getting Back to the Tools Page

After you've removed unwanted plugins from the plugin chart you
will still be at the Browser Hijack Monitor screen. To go back to the
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tools page, click on the <BACK> button at the bottom left of the
Home Page Hijack Monitor Screen.

Going to Any Other Tizer Secure Feature
After using the Browser Hijack Monitor, it is not mandatory for you

to return to the Tizer Secure Tools Page. You can click on any
module button to go to a different feature.
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Using Program Startup Manager
There are several different places from which programs can launch at
Windows startup. The Program Startup Manager collects all of that
disparate information and lists—in one chart—all of the programs set to
launch at Windows startup.

Getting to Program Startup Manager

To utilize this feature, click on the <MANAGE SETTINGS> button
next to Program Startup Manager on the Tools screen.

Understanding the Program Startup Manager Screen
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The chart includes:

Program Name
The name of the program set to launch at Windows startup.

Path
The location of the program set to launch at Windows
startup.
Action Buttons
You will utilize the <BACK> button, the <RUN> button, or the
<REMOVE> button below the chart when you want to
perform a function.

Removing an Application from Program Startup Manage r

To remove an application from the Program Startup Manager:

1. Locate the program or programs you want to remove from
the chart on the Program Startup Manager Screen.

2. Click inside the empty box next to the program(s) you want
to remove.

3. Click on the <REMOVE> button below the chart.
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4. A prompt will appear asking you to confirm that you want to
remove the chosen program or programs. You will have two
options:

Option 1: Yes

Click on the <YES> button to confirm you want to
remove the chosen program(s) from the list. You will
be taken back to the Program Startup Manager where
the chosen program(s) will no longer be listed.

Option 2: No

Click on the <NO> button to keep the chosen
program(s) on the list. You will be taken back to the
Program Startup Manager where the chosen
program(s) will still be listed.

Getting Back to the Tools Page

After you've finished running or removing programs from the
Program Startup Manager, you can go back to the tools page. Click
on the <BACK> button at the bottom left of the Program Startup
Manager.

Going to Any Other Tizer Secure Feature

After using the Program Startup Manager, it is not mandatory for

you to return to the Tizer Secure Tools Page. You can click on any
module button to go to a different feature.
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Using Popup Blocker for IE

While popups can be annoying, there are some that can be deceptive and
harmful to your computer system. That's why Tizer Secure enables you to
block popups with the Popup Blocker tool.

The Popup Blocker is the only one of the five tools that you can enable
and disable directly from the Tools screen.

Enabling Popup Blocker

1. Locate the first button next to the Popup Blocker function on
the Tools page.

2. The button will either be green and say <ON>, or it will be
red and say <OFF>.

If the button is red and says <OFF>
Click on it to enable Popup Blocker.

If the button is green and says <ON>
Do nothing. Popup Blocker is already enabled.

Disabling Popup Blocker

1. Locate the first button next to the Popup Blocker function on
the Tools page.

2. The button will either be green and say <ON>, or it will be
red and say <OFF>.
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If the button is green says <ON>
Click on it to disable Popup Blocker.

If the button is red and says <OFF>
Do nothing. Popup Blocker is already enabled.

Getting to Popup Blocker Settings
To manage the Popup Blocker Settings, click on the <MANAGE

SETTINGS> button, which is the second button next to Popup
Blocker.

Understanding the Popup Blocker Settings Screen

You can perform two types of actions on the Popup Blocker
Settings screen:

1. Set the level of protection you want.

2. Control the list of URLs you want Tizer Secure to avoid
during scanning for popups.

Setting Your Level of Protection

By default, Tizer Secure’s Popup Blocker is set to Low, which only
allows you to receive popups from secure sites.
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To change this setting, follow these steps:
1. Determine which level of protection you desire.

2. Locate the radio button in front of the level of protection you
want.

Option 1: Empty Radio Button

If the radio button is vacant, click inside it. A black dot
will appear inside the radio button to signify that is the
option you have chosen for popup protection.

Option 2: Full Radio Button

If the radio button already contains a black dot, do
nothing. The black dot signifies that it is the options
you have chosen for popup protection.

3. After you have set your level of protection, you can Manage
your White List or you can Exit the Popup Blocker Settings.

Managing Your Popup Blocker White List

Since it's a list of Web sites that will not be scanned be sure only to
add URLs to this list that you know have safe popups.

Adding a URL to the White List

1. Click on the <ADD> button below the White List.
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2. A prompt will appear asking you to enter the URL.

a. Inthe box, enter the URL that you want to add to the
w
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- o —
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b. You can accept or reject this URL.

Option 1: OK

Click OK to accept the URL you entered and add it
to the White List. You will be taken to the White
List where the new URL will appear.

Option 2: Cancel
Click cancel to reject the URL you entered. You
will be taken to the White List where the new URL
will not appear.

Editing a URL Currently on the White List

1. Click on the URL you want to edit on the White List. The
URL you have chosen will become highlighted.

2. Click on the <EDIT> button below the White List.

3. A screen will appear prompting you to enter a URL. The box
will be populated with URL you highlighted from the White
List.

a. Change or replace the URL as necessary.
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b. You can accept or reject the new URL.

Option 1: OK

Click OK to accept the new URL and add it to the
White List. You will be taken to the White List where
the new URL will appear.

Option 2: Cancel

Click cancel to reject the new URL. You will be taken
to the White List where the new URL will not appear.
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Deleting a URL from the White List

1. Click on the URL you want to delete from the White List. The
URL you have chosen will become highlighted.

2. Click on the <DELETE> button below the White List. You will

remain at the White List, but the URL you have chosen to
delete will be removed from the list.

Getting Back to the Tools Page

After you've finished managing the Popup Blocker settings, you can
go back to the tools page. Click on the <BACK> button at the
bottom left of the Popup Blocker settings page.

Going to Any Other Tizer Secure Feature

After managing the Popup Blocker settings, it is not mandatory for
you to return to the Tizer Secure Tools Page. You can click on any
module button to go to a different feature.

Understanding Popup Blocker Notifications

When Popup Blocker stops an Internet Explorer Popup, your Tizer

Secure system tray icon will display the message. No action is
necessary.
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Managing Settings

Scheduling a Scan

The Schedule Settings tool enables you to schedule the frequency at which Tizer
Secure automatically performs a Quick Scan, Registry Scan, and Privacy Scan of
your system. You can choose to schedule a scan daily, periodically throughout

the week, or once per week.

Getting to the Scheduler

To get to the Scheduler module, select <SCHEDULER> on the Left Navigation
menu.

Changing Schedule Settings
Selecting the days of the week at which a scan will be performed

You can select what days Tizer Secure will automatically scan your
system for malware using the following steps:

1. Decide which day or days of the week you wish to perform a scan.
If you choose to perform a scan once per week, Tizer Secure will
automatically perform a Deep Scan. If you choose to perform a
scan once per day or multiple days per week, Tizer Secure will
perform a Quick Scan.
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2. Click on the empty box in front of the day you want to perform an
automatic scan of your system. A checkmark will be placed inside
the box.

3. Repeat step 2 for every day that you want Tizer Secure to perform
an automatic scan of your system.

Selecting a start time for your scheduled scan

After you determine the day or days on which your automatic scan will be
performed, you need to select the start time at which Tizer Secure will
perform those scans

1. Locate the time box on the Scheduler screen.
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2. First, change the hour.

a. Click on the hour to highlight those two numbers.

b. Use the up/down arrows to select the appropriate time.
3. Second, change the minutes

a. Click on the minutes to highlight those two numbers.

b. Use the up/down arrows to select the appropriate time.
4. Third, change the seconds

a. Click on the seconds to highlight those two numbers.

b. Use the up/down arrows to select the appropriate time.
5. Fourth, change the AM/PM.

a. Click on AM or PM to highlight those two letters.

b. Use the up/down arrows to select the appropriate time.

Understanding Your System Tray Icon

The Tizer Secure icon in your system icon tray changes colors to update you on
the status of your scheduled scan. Your Tizer Secure icon will be one of three
colors:

1. Normal Blue indicates that nothing has changed and everything is running
normally.

2. Red indicates that a scheduled scan is complete and an item needs your
attention.
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Managing the Results of Your Scheduled Scan

When you see that the Tizer Secure system tray icon is black, you need to
address the scheduled scan’s findings using the following steps:

1. Click on the red system icon tray or the Tizer Secure application in your
program tray of your desktop. You will be taken to the Tizer Secure Main
page. On this page, the icon or icons that are red have threats or errors
that you need to address.

2. Click on one of the red scan icons.

a. Threats Scan Now—If this icon is red and you click on it, you will be
taken to the Scan results page. Follow the instructions under
Understanding Quick Scan Results or Understanding Advanced
Scan Results to address threats and suspect threats.

b. Registry Scan Now— If this icon is red and you click on it, you will
be taken to the Registry Scan results page. Follow the instructions
under Understanding Registry Optimizer Results.

c. Privacy Scan Now— If this icon is red and you click on it, you will

be taken to the Privacy Scan results page. Follow the instructions
under Understanding Privacy Guard Results.
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Using Settings
Getting to the Settings

To get to the settings module, click on the <SETTINGS> button on the top
navigation bar.

Understanding Settings
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There are six different settings you can enable or disable, they include:

1.

2.

Run at Windows startup: This setting launches Tizer Secure automatically
when you start your machine.

Immunize on startup: This setting tells Tizer Secure to perform a quick
scan every time it starts up on your machine.

Automatically send report of suspect files: This setting enables Tizer
Secure to automatically send suspect files to the technical team for
analysis.

Check for updates on startup: This setting tells Tizer Secure to check for
database, heuristic scan and application updates every time the
application launches on your machine.

Open minimized at startup: This setting tells Tizer Secure to launch as a
minimized element in your system tray when you start your machine.
Logging settings: This setting enables you to determine where Tizer
Secure keeps the log files it collects during each scan.

Changing the Settings

Tizer Secure enables you to enable or disable any of the settings according to
your personal preferences.

To Enable a Setting
1. Locate the box in front of the setting you want to enable.

a. If the box has a checkmark, it is enabled. No additional
action is required on your part.

b. If the box is empty, it is disabled. Go to step 2.

2. Click on the empty box. A checkmark will appear signifying this
setting is now enabled.

To Disable a Setting
1. Locate the box in front of the setting you want to disable.
a. If the box has a checkmark, it is enabled. Go to step 2.

b. If the box is empty, it is disabled. No additional action is
required on your patrt.

2. Click on the box with the checkmark. The checkmark will disappear
signifying this setting is now disabled.
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Ignoring Items

Getting to Your Ignore List

To get to the Ignore Items list, click on the <IGNORE> button in the Bottom
Navigation Bar.

Understanding the Ignore List
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The Ignore List is a compilation of items that will be overlooked while Tizer
Secure is scanning and monitoring your system. Four types of items can be
ignored:

File Name

Folder location (and its subfolders)
Registry key (and its sub keys)
Registry value

PwnE

Items are added to the list when you choose <IGNORE ITEM> after a scan. You
can also manually add, edit, and delete any of the items on the ignore list.

Adding Items to the Ignore List
Adding a File

1. Select the <ADD> button below the Ignore List.

2. A prompt will appear. Click on the Item Type dropdown arrow to
show the four options.

3. Select the File Name option from the dropdown.
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4. In the File Name box, input the name of the file you want to add to
the Ignore List.

5. You can accept or reject this addition:

a. Click the <OK> button to accept this addition. The file will be
added to the Ignore List.

b. Click the <CANCEL> button to reject this addition. The file
will not be added to the Ignore List.

Adding a Folder location

1. Select the <ADD> button below the Ignore List.
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2. A prompt will appear. Click on the Item Type dropdown arrow to
show the four options.

3. Select the Folder Location option from the dropdown.

4. In the Folder Path box, input the path you use to get to the folder
you want to add to the ignore list.

5. You can accept or reject this addition:

5a. Click the <OK> button to accept this addition. The file will be
added to the Ignore List.

5b. Click the <CANCEL> button to reject this addition. The file
will not be added to the Ignore List.
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Adding a Registry key

1. Select the <ADD> button below the Ignore List.

2. A prompt will appear. Click on the Item Type dropdown arrow to
show the four options.

3. Select the Registry key option from the dropdown.

4. In the Path to target registry key box, input the path you use to get
to the registry key you want to add to the ignore list.
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5. You can accept or reject this addition:

a. Click the <OK> button to accept this addition. The file will be
added to the Ignore List.

b. Click the <CANCEL> button to reject this addition. The file
will not be added to the Ignore List.

Adding a Registry value

1. Select the <ADD> button below the Ignore List.

2. A prompt will appear. Click on the Item Type dropdown arrow to
show the four options.

3. Select the Registry value option from the dropdown.
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4. In the Path to key where value located box, input the path you use
to get to the registry value you want to add to the ignore list.

5. Inthe Value name box, input the name of the Registry value you
want to add to the ignore list.

6. You can accept or reject this addition:

a. Click the <OK> button to accept this addition. The file will be
added to the Ignore List.

b. Click the <CANCEL> button to reject this addition. The file
will not be added to the Ignore List.

Editing Items on the Ignore List
You can edit any of the items on the Ignore List using the following steps:

1. Click on the item you want to edit. It will be highlighted in blue signifying
that any change you make will be made to this item.

2. Click on the <EDIT> button below the Ignore List.
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3. A prompt will appear that contains the existing information about the item.
Change any of the information as necessary.

a. File Name items that can be changed include:

Item Type
File Name box

b. Folder Location items that can be changed include:

Item Type
Folder Path

c. Registry Key items that can be changed include:

Item Type
Path to Target Registry Key

d. Registry Value items that can be changed include:
Item Type
Path to key where value is located
Value name

4. You can accept or reject these edits:

a. Click the <OK> button to accept these edits. The file will be changed
on the Ignore List.

b. Click the <CANCEL> button to reject these edits. The file will not be
changed on the Ignore List.

Deleting Items from the Ignore List

1. Click on the item you want to delete. It will be highlighted in blue signifying
that any change you make will be made to this item.
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2. Click on the <DELETE> button in the lower right corner of the Ignore List.
The item will be removed from the list. It will no longer be excluded from
system scans or monitoring.
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Using Support
Sending Logs

Getting to the Logs Screen

To get to the Logs module, click on the <LOGS> button in the Bottom Navigation
Bar.

Understanding the Logs Screen

After a scan, a log is created that contains the level of threat for each file, what
has been quarantined, and what has been removed. These logs can be sent to
the Tizer Secure Technical Support Team for analysis regarding problems you
have encountered with your system. Upon analysis of your specific situation the
support team will develop an appropriate solution for you.
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Log Files

While these logs are housed in a designated location on your computer,
the complete list of logs is shown on this screen for convenience. This
enables you to easily select which log or logs you send to Tizer Secure’s
Technical Support Team for analysis.

Tizer Secure lists each log file according to date.

Please Enter the Problems you've encountered

After you've selected which log or logs you want to send, you can write a
short description of the problems you’'ve encountered since your last scan.

This will enable Tizer Secure’s Technical Support Team to understand the
unigue situation you are having.

Sending Logs

You can send any or all logs to Tizer Secure’s Technical Support Team for
analysis.

1. Use the log dates to locate the log or logs you wish to send.
2. Click on the empty box in front of the log or logs you wish to send. A
checkmark will appear in the box signifying that this individual log will be

sent.

NOTE: To send all logs, click on the empty box in front of Select All/Select
None.
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3. Inthe box titled Please enter the problems encountered please write a
brief description of the problems you have experienced that is causing you
to send this log.

4. Click on the <SEND LOGS> button at the bottom of the <LOGS> screen.
Your selected logs and description of the problems have been sent to the
Tizer Secure Technical Support Team.
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Sending Reports

Getting to the Reports Screen

To get to the Reports module, click on the <REPORT> button in the Bottom
Navigation Bar.

Understanding the Reports Screen

After a system scan, any Suspect Threat found on your computer can be
guarantined & reported. If you choose this option, you are choosing to use Tizer
Secure’s Report function to send any suspect threats to Tizer Secure’s Technical
Support Team for analysis.

In choosing Block & Report on the Suspect Threats screen, Tizer Secure is
extracting all required information from the files and dlls on the Suspect Threats
list and attaching only the information that the technical support team requires for
analysis.

The Report tool makes it easier for you to provide the necessary background
information about these suspect threats. Therefore, a Report collects relevant
information such as registered username, version number, database version,
operating system, and other relevant information about your last scan as
contained in your log file.
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From the report screen you can:

1. Select Suspect Threat files to attach—The top box on the report screen
lists the files you’'ve chosen to quarantine. Choose any or all of these files
to send to Tizer Secure’s technical support team for analysis.

2. Enter Comments—This box enables you to briefly explain to Tizer
Secure’s Technical Support Team the issue or concern you have
regarding a Suspect Threat.

3. Send the Report—Once you have chosen the file(s) you want to send to
Tizer Secure’s technical support team and entered your comments, you
can send the report.

4. View Reports—You can view the report that corresponds with the items
you are sending to the technical support team.

5. Remove—You can remove a suspect threat from the list of suspect
threats you are sending to Tizer Secure’s technical support team.

Viewing a Report

In order to see the contents of the report or reports being sent, use the following
steps:

1. Place a checkmark in front of the report you would like to view by clicking
inside an empty box in front of the appropriate report.

2. Repeat step one for all reports you want to view.

3. Click on the <VIEW REPORT> button to see the report or reports for the
suspect threat(s) you are sending.
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Deselecting a Report

By default, all reports and suspect files are selected and ready to send to the
Tizer Secure technical support team for analysis. To remove an item from the list
of reports being sent, use the following steps:

1. Identify the report or reports you do not want to send.

2. Click on the checkmarked box in front of the report. The checkmark will be
removed from the box. The report will not be sent.

Reselecting a Report

To select a report or suspect file to send to the Tizer Secure technical support
team or to reselect a report or suspect file that had previously been deselected,
use following steps:

1. Identify the report or reports you wish to send.

2. Click on the empty box in front of the report to add a checkmark. The
report is selected and ready to send.

Attaching a File

To add more suspect threat to those already in the report, use the following
steps:

1. Click on the <ATTACH FILES> button. A window will open enabling you to
browse your system for the appropriate file.

2. Locate the file you want to attach and click open. The file will be added to
the list.

Removing a File

To remove a suspect threat from the list of files in the report, use the following
steps:

1. Locate the file you want to remove from the report list.
2. Click on the empty box in front of the file name to add a checkmark.

3. Click the <REMOVE> button. The file will be removed from the list and wiill
not be sent.
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Sending a Report

You can send Suspect Threats to Tizer Secure’s Technical Support Team for
analysis using the following steps:

1. Inthe box that says Please enter any comments here, write a short note to
the Tizer Secure Technical Support Team explaining any of the following:

Why you’re sending this Suspect Threat

What problems you've encountered since Quarantining this
Suspect Threat

Any pertinent information regarding this file.

2. Click on the <SEND REPORT> button to send all of the attached report
information to Tizer Secure Technical Support Team.
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Using Live Support

Live support is a service of Tizer Secure where the Tizer Secure technical team
can access your computer remotely to identify, locate and remove malware, plus
clean and optimize your system. An updated version of Tizer Secure needs to be
installed to take advantage of this service. The fee for Live Support is $50 per
instance. If the Tizer Secure technical team is unable to clean malware from your
PC, the $50 service fee is refundable, less any transaction fees or credit card

charges.

Getting to Live Support

To get to Live Support module, click on the <Live Support> icon on the Main
Screen. You will be taken to the Live Support page on the Tizer Secure Web site.

Requesting Live Support

To request Live Support, complete the following sections of the form on the Live
Support web page.

Name

Email

Telephone number

PC operating system

Tizer Secure Installed
Credit Card information
Best time to receive service

NoosrwbPE
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Closing Tizer Secure

Minimizing Tizer to Your System Tray

When you click on the X from any window of the Tizer Secure application, Tizer
Secure will be removed from your taskbar, but it will remain in your system tray
as an icon. This enables Tizer Secure to continually monitor your computer, thus
ensuring its security.

Quitting Tizer Secure

You can quit Tizer Secure to remove it from our System Tray. This means you
will no longer be protected from incoming threats at the point of entry. To close
the Tizer Secure application completely, take the following actions:

1. Right click on the Tizer Secure icon in your system tray.

2. Use your mouse to highlight the text [Shut down Tizer]

3. Left click in the highlighted text. A prompt will appear that informs you that
shutting down Tizer Secure means you are no longer protected from
threats. You have two options:

a. Option 1: Click Yes
Tizer Secure will be shut down and you will not be protected from
incoming threats until Tizer Secure is launched again.

b. Option 2: Click No

Tizer Secure will remain open and will continue to protect you from
incoming threats.
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